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Introduction  
The information that follows serves as the HIPAA Privacy policies and procedures for the Alliance 
for Aging, Inc, as the designated Aging & Disability Resource Center (ADRC). It is meant to 
communicate as clearly as possible to the ALLIANCE staff members, the key elements of the 
privacy policies contained in the HIPAA (Health Insurance Portability and Accountability Act) 
Privacy Rule and does not cover every aspect of the Rule. The Alliance’s policies and procedures 
have been updated to address the Health Information Technology for Economic and Clinical 
Health (HITECH) Act, enacted as part of the American Recovery and Reinvestment Act of 2009.  
You are encouraged to read the entire Rule.  
 
General Overview  
To improve the efficiency and effectiveness of the health care system, the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996, Public Law 104-191, included “Administrative 
Simplification” provisions that required Health and Human Services (HHS) to adopt national 
standards for electronic health care transactions.  
 
At the same time, Congress recognized that advances in electronic technology could erode the 
privacy of health information. Consequently, Congress incorporated into HIPAA provisions that 
mandated the adoption of Federal privacy protections for individually identifiable health 
information.  
 
In response to the HIPAA mandate, HHS published final regulation in the form of the Privacy Rule 
in December 2000, which became effective on April 14, 2001. This Rule set national standards 
for the protection of health information, as applied to the three types of covered entities: health 
plans, health care clearinghouses, and health care providers who conduct certain health care 
transactions electronically. By the compliance date of April 14, 2003, covered entities must have 
implemented standards to protect and guard against the misuse of individually identifiable health 
information—this includes having all staff trained as appropriate. Failure to implement these 
standards timely, may, under certain circumstances, trigger the imposition of civil or criminal 
penalties.  
 
The American Recovery and Reinvestment Act (ARRA) was signed into law by President Obama 
on February 17, 2009. ARRA contains modifications to the HIPAA Privacy and Security Rules, 
which grouped together is known as the Health Information Technology for Economic and 
Clinical Health (HITECH) Act. Subtitle D of the HITECH Act addresses the privacy and security 
concerns associated with the electronic transmission of health information, in part, through 
several provisions that strengthen the civil and criminal enforcement of the HIPAA rules. The 
general effective date for the Act is February 19, 2010, but many of the provisions have varying 
effective dates and others have an effective date that is unclear. 
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Definitions  
Affiliated Covered Entities—are legally separate covered entities that are under common 
ownership or control and that designate themselves as a single covered entity for purposes of the 
privacy regulation.  
 
Authorization—an authorization is a detailed document that gives covered entities permission to 
use protected health information for specified purposes, which are generally other than treatment, 
payment or health care operations, or to disclose protected health information to a third party 
specified by the individual. The Rule establishes certain “core elements” and requirements that 
must be in all authorizations:  

 A description of the information to be used or disclosed that identifies the information in a 
specific and meaningful way.  

 The name or other specific identification of the person or class or persons, authorized to 
make the requested use or disclosure.  

 The name or other specific identification of the person or class of persons to whom the 
covered entity may make the disclosure.  

 A description of each purpose of the requested use or disclosure. The statement “at the 
request of the individual” is a sufficient description of the purpose when an individual 
initiates the authorization and does not provide a statement of the purpose.  

 An expiration date or an expiration event that relates to the individual or the purpose of 
the use or disclosure. The statement “end of the research study” or “none” or similar 
language is sufficient for a use or disclosure of protected health information for research, 
including for the creation and maintenance of a research database or research 
repository.  

 Signature of the individual and date. If the authorization is signed by a personal 
representative of the individual, a description of that representative’s authority to act for 
the individual must be provided.  

 
The Rule also requires the authorization to contain statements to place the individual on notice of 
the individual’s right to revoke the authorization in writing, and either: the exceptions to the right to 
revoke and a description of how the individual may revoke the authorization, or to the extent that 
information is contained in the covered entity’s notice of privacy practices, a reference to that 
notice of privacy practices.  
 

 The ability or inability to condition treatment, payment, enrollment or eligibility for benefits 
on the authorization by stating: The covered entity may not condition treatment, payment, 
enrollment or eligibility for benefits on whether the individual signs the authorization when 
the prohibition on conditioning of authorization applies, or The consequences to the 
individual of a refusal to sign the authorization when, in accordance with the privacy rule, 
the covered entity may condition treatment, enrollment in the health plan, or eligibility for 
benefits on failure to obtain the authorization.  

 

 The potential for information disclosed pursuant to the authorization to be subject to re-
disclosure by the recipient and longer be protected by the privacy rule.  

 
The authorization must be written in “plain language”, meaning that the entity make a reasonable 
effort to serve the needs of the reader, using common, everyday words. If a covered entity seeks 
an authorization from an individual for a use or disclosure of protected health information, the 
covered entity must provide a copy of the signed authorization to the individual.  
 
With certain exceptions relating to research-related treatment and the provision of health care 
that is solely for the purpose of creating protected health information for disclosure to a third 
party, a covered health care provider may not condition the provision of treatment to an individual 
on the individual agreeing to authorization (Prohibition on Conditioning).  
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With certain exceptions relating to research, psychotherapy notes, and where there is no 
conditioning of treatment on the authorization, an authorization may not be combined with any 
other document to create a compound authorization.  
 
An individual is entitles to revoke an authorization at any time, except to the extent that the 
covered healthcare provider has taken action in reliance on it.  A revocation must be in writing.  

 
Breach - A breach is, generally, an impermissible use or disclosure under the Privacy Rule that 
compromises the security or privacy of the protected health information such that the use or 
disclosure poses a significant risk of financial, reputational, or other harm to the affected 
individual. There are three exceptions to the definition of “breach.” The first exception applies to 
the unintentional acquisition, access, or use of protected health information by a workforce 
member acting under the authority of a covered entity or business associate. The second 
exception applies to the inadvertent disclosure of protected health information from a person 
authorized to access protected health information at a covered entity or business associate to 
another person authorized to access protected health information at the covered entity or 
business associate. In both cases, the information cannot be further used or disclosed in a 
manner not permitted by the Privacy Rule. The final exception to breach applies if the covered 
entity or business associate has a good faith belief that the unauthorized individual, to whom the 
impermissible disclosure was made, would not have been able to retain the information. 
 
Business associate - is anyone who conducts business for or on behalf of the covered entity, 
but other than in the capacity of a member of the workforce of the covered entity—i.e. vendors, 
consultants, suppliers, etc. Business associates who need access to or receive protected health 
information to perform services for a covered entity must have a written agreement with the 
covered entity which gives reasonable assurance that the business associate will appropriately 
safeguard the information. 
 
Code set—is any set of codes used for encoding data elements, such as tables of terms, medical 
concepts, medical diagnosis codes, or medical procedure codes. Medical data code sets used in 
the health care industry include coding systems for diseases, impairments, other health related 
problems, and their manifestations; causes of injury, diseases, impairment, or other health-related 
problems; actions taken to prevent, diagnose, treat, or manage diseases, injuries and 
impairments; and any substances, equipment, supplies, or other items used to perform these 
actions. Code sets for medical data are required for data elements in the administrative and 
financial health care transaction standards adopted under HIPAA for diagnoses, procedures and 
drugs. 
 
Compliance date - is the date by which a covered entity must comply with a standard, 
implementation specification, requirement or modification under the law. 
 
Covered entity – A covered Health Care Provider is one who transmits any health information in 
electronic form in connection with a HIPAA covered transaction or any other person or 
organization, which furnishes, bills, or is paid for health care in the normal course of business. 
HIPAA covered transactions are transactions such as:  

 Health claims or equivalent encounter information  

 Enrollment and disenrollment in a health plan—i.e. Medicaid Waiver Program  

 Eligibility inquiry/response—i.e. Medicaid Waiver or Community Care for the Elderly 
programs Payment and remittance advice  

 Health plan payments  

 First report of injury  

 Claim status inquiry/response  

 Referral authorization inquiry/response—i.e. a case manager authorizing a service or 
piece of equipment for a client. This is not limited to entering information into a computer, 
but it also includes faxing information. 
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Disclosure - is the release or divulgence of information by an entity to persons or organizations 
outside of that entity. 
 
Health care - is any care, services, or supplies related to the health of an individual. Health care 
includes, but is not limited to the following: 1) Preventative, diagnostic, therapeutic, rehabilitative, 
maintenance or palliative care and counseling, service assessment, or procedure with respect to 
the physical or mental condition or functional status of an individual, or that affects the structure 
or function of the body; 2) Sale or dispensing of a drug, device, equipment, or other item in 
accordance with a prescription. 
 
Health Care Clearinghouse - is an entity that processes nonstandard format or data content into 
standard format of data elements or a standard transaction 
 
Health care operations - is any of the following activities of the covered entity to the extent that 
the activities are related to covered functions, and any of the following activities of an organized 
health care arrangement in which the covered entity participates:  

 Conducting quality assessment and improvement activities, including outcomes 
evaluation and development of clinical guidelines, provided that the obtaining of 
generalized knowledge is not the primary purpose of any studies resulting from such 
activities; population-based activities relating to improving health or reducing health care 
costs, protocol development, case management and care coordination, contacting of 
health care providers and patients with information about treatment alternatives; and 
related functions that do not include treatment  

 Reviewing the competence or qualifications of health care professionals, evaluating 
practitioner and provider performance, health plan performance, conducting training 
programs in which students, trainees or practitioners in areas of health care learn under 
supervision to practice or improve their skills as health care providers, training of non-
health care professionals, accreditation, certification, licensing, or credentialing activities  

 Underwriting, premium rating, and other activities relating to the creation, renewal or 
replacement of a contract of health insurance or health benefits, and ceding, securing or 
placing a contract for reinsurance of risk relating claims for health care  

 Conducting or arranging for medical review, legal services, and auditing functions, 
including fraud and abuse detection and compliance programs  

 
 Business planning and development, such as conducting cost-management and 

planning-related analyses related to managing and operating the entity including 
formulary development and administration, development or improvement of methods of 
payment or coverage policies  

 Business management and general administrative activities of the entity, including, but 
not limited to  

1. Management activities relating to implementation and compliance with the 
requirements of the law  

2. Customer service, including the provision of data analyses for policy holders, 
plan sponsors or other customers, provided that protected health information is 
not disclosed to such policy holder, plan sponsor or customer  

3. Resolution of internal grievances  

4. Due diligence in connection with the sale or transfer of assets to a potential 
successor in interest, if the potential successor in interest is a covered entity, or 
following completion of the sale or transfer, will become a covered entity, and  

5. Consistent with the applicable requirements of the law, creating de-identified 
health information, fundraising for the benefit of the covered entity, and marketing 
for which an individual authorization is not required as described in the law.  
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Health Plan - is an individual or group plan that provides, or pays the cost of medical care, 
including the following, singly or in combination:  

 Group health plan  

 Health insurance issuer  

 Health Maintenance Organization (HMO)  

 Part A or B of the Medicare program  

 The Medicaid program  

 An issuer of Medicare supplemental policy  

 Issuer of a long term care policy  

 CHAMPUS  

 Medicare + Choice program  

 Veteran’s health care program  
 
Health oversight agency - is any agency or authority of the United States, a State, a territory, 
political subdivision of a State or territory, or an Indian tribe, or a person or entity acting under a 
grant of authority from or contract with such public agency, including the employees or agents of 
such public agency or its contractors that is authorized under the law to oversee the health care 
system. This includes but is not limited to the Department of Elder Affairs (DOEA), the Area 
Agency on Aging (AAA), Centers for Medicare and Medicaid Services (CMS) and the Agency for 
Health Care Administration (AHCA). 
 
Health Care Provider - is a provider of medical or health services and any other person or 
organization that furnishes, bills, or is paid for health care in the normal course of business.   
 
Health information - is any information whether spoken or recorded in any form or medium that 
is created or received by a health care provider, health plan, public health authority, employer, life 
insurer, school or university or health care clearinghouse; and relates to the past, present or 
future physical or mental health or condition of an individual; or the past, present or future 
payment for the provision of health care to the individual. 
 
Hybrid entities - is a single entity that is a covered entity whose covered functions are not its 
primary functions.  Failure to designate covered components means the entire entity is covered.  
Disclosure by its covered functions to its other components must meet the requirements of the 
regulation.  The final rule permits any entity that performs covered and non-covered functions to 
elect to use the hybrid entity provisions and provides the entity additional discretion in designating 
its health care components. 
 
Implementation specification - is specific requirements or instructions for implementing a 
standard.  
 
Indirect treatment - is a relationship between an individual and a health care provider in which: 
the health care provider delivers health care to the individual based on the orders of another 
health care provider; and the health care provider typically provides services or products, or 
reports the diagnosis or results associated with the health care, directly to another health care 
provider, who provides the services or products or reports to the individual  
 
Marketing - means to make a communication about a product or service a purpose of which is to 
encourage recipients to purchase or use the product or service, unless the communication is 
made to describe a health related product or service that is provided by the covered entity making 
the communication, for treatment purposes, or for case management or care coordination for the 
individual, or to direct or recommend alternative treatments, therapies, health care providers, or 
settings of care to the individual.  Marketing is also an arrangement between a covered entity and 
any other entity whereby the entity discloses protected health information to the other entity, in 
exchange for direct or indirect remuneration, for the other entity or its affiliate to make a 
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communication about its own product or service that encourages recipients of the communication 
to purchase the product or service.  
 
Multiple covered function entity - is a covered entity that performs covered functions that would 
make it any combination of a health plan, a covered health care provider and a health care 
clearinghouse.  It must comply with the requirements as applicable to the health plan, health care 
provider or health care clearinghouse covered functions performed.  One component may not 
share information with the other components without patient authorization.  
  
Organized health care arrangement - is a clinically integrated care setting in which individuals 
typically receive health care from more than one health care provider; an organized system of 
health care in which more than one covered entity participates, and the arrangement holds itself 
out to the public as being a joint arrangement.  It may use a common notice of privacy practices.  
  
Payment - encompasses the various activities of health care providers to obtain payment or be 
reimbursed for their services and of a health plan to obtain premiums to fulfill their coverage 
responsibilities and provide benefits under the plan, and to obtain or provide reimbursement for 
the provision of health care.  The Privacy Rule provides examples of payment activities, which 
include, but are not limited to:  Determining eligibility or coverage under a plan and adjudicating 
claims; Risk adjustments; Billing and collection activities; Reviewing health care services for 
medical necessity, coverage, justification of charges, etc; Utilization review activities; and 
disclosures to consumer reporting agencies (limited to specified identifying information about the 
individual, his payment history, and identifying information about the covered entity)  
  
Protected health information - is individually identifiable health information that is electronically 
transmitted maintained in any form whether it is electronic, paper or oral.  
 
Psychotherapy notes - are notes recorded (in any medium) by a health care provider who is a 
mental health professional documenting or analyzing the contents of a conversation during a 
private counseling session or a group, joint, or family counseling session and that are separated 
from the rest of the individual’s medical record.  Psychotherapy notes exclude medication 
prescriptions and monitoring, counseling sessions start and stop times, the modalities and 
frequencies of treatment furnished, results of clinical tests, and any summary of the following 
items:  diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to 
date. 
 
Public health authority - is and agency or authority of the United States government, a State, a 
territory, a political subdivision of a State or territory, or Indian tribe that is responsible for public 
health matters as part of its official mandate, as well as a person or entity acting under a grant of 
authority from, or under a contract with, a public health agency.  I.e.—state and local health 
departments, FDA, CDC and OSHA  
  
Research - is a systematic investigation, including research development, testing and evaluation 
designed to develop or contribute to general knowledge.  
  
Secretary - refers to the Secretary of Health and Human Services (HHS) or any other officer or 
employee of HHS to whom the authority involved has been delegated.  
  
Standard - is a rule, condition or requirement.  
  
Standard setting organization (SSO) - is an organization accredited by the American National 
Standards Institute that develops and maintains standards for information transactions or data 
elements, or any other standard that is necessary for, or will facilitate the implementation of this 
part.  
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Summary health information - is information, that may be individually identifiable health 
information and:  

 That summarizes the claims history, claims expenses, or type of claims experienced by 
individuals for whom a plan sponsor has provided health benefits under a group health 
plan; and  

 From which the information described as identifiable has been deleted, except that the 
geographic information need only be aggregated to the level of a five-digit zip code.  

  
Trading partner agreement - is an agreement related to the exchange of information in 
electronic transactions, whether the agreement is distinct or part of a larger agreement, between 
each party to the agreement.    For example, a trading partner agreement may specify, among 
other things, the duties and responsibilities of each party to the agreement in conducting a 
standard transaction.  
  
Transaction - is the transmission of information between two parties to carry out financial or 
administrative activities related to health care.  
  
Treatment - is the provision, coordination, or management of health care and related services by 
one or more health care providers, including the coordination or management of health care by a 
health care provider with a third party; consultation between health care providers relating to a 
patient; or the referral of a patient for health care from one health care provider to another.  
  
Unsecured protected health information - is protected health information that has not been 
rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of 
a technology or methodology specified by the Secretary in guidance.  
  
Use - with respect to individually identifiable health information, the sharing, employment, 
application, utilization, examination or analysis of such information within an entity that maintains 
such information.  
  
Workforce - means employees, volunteers, trainees, and other persons whose conduct, in the 
performance of work for a covered entity, is under the direct control of such entity, whether or not 
they are paid by the covered entity.  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Breach Notification Policy 

  
I. POLICY:  
If the ALLIANCE becomes aware of a breach of any HIPAA requirement, the ALLIANCE shall 
take steps to cure the breach or to end the violation in accordance with HITECH requirements.  
Steps will vary with the circumstances and the nature of the breach, depending upon whether the 
breach was done by the Covered Entity or a Business Associate.    
   
II. PURPOSE:  
The purpose of this policy is to ensure client’s rights to notification of breaches of their protected 
health information will be handled pursuant to the Health Insurance Portability and Accountability 
Act (HIPAA) of 1996 Privacy Rule and the HITECH regulations.      
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE (upon breach by Covered Entity):  

 Staff should notify Privacy Officer of any breach of unsecured PHI made by the ALLIANCE 
in order to determine whether it poses a significant risk of financial, reputational, or other 
harm to the individual.  

 The Privacy Officer shall notify each individual whose unsecured PHI has been accessed, 
acquired, used or disclosed as a result of such breach without delay and no later than 60 
days after discovery.  

 Notification to the individual should include:    
 o a brief description of what happened, including date of breach and date of discovery;  
 o a description of the types of unsecured PHI that were involved in the breach;  

o any steps individual(s) should take to protect themselves from potential harm resulting 
from the breach;  
o a brief description of what the ALLIANCE is doing to investigate the Breach, mitigate the 
harm to individual(s), and to protect against any further Breaches;  

 o contact procedures for individual(s) to ask questions or learn additional information which  
 shall include a toll-free telephone number, an e-mail address, web site or postal address.  

 The ALLIANCE shall use a method of notification that meets the requirements of 45 CFR 
164.404(d)  

 The ALLIANCE shall provide notice to the media when required under 45 CFR 164.405 
and to the Secretary of HHS pursuant to 45 CFR 164.408.  

 
PROCEDURE (upon breach by Business Associate):  

 Business Associate shall report to the ALLIANCE’s Privacy Officer in writing within 3 busin
ess days after discovery of any breach of unsecured PHI in accordance with HITECH, 
including 42 U.S.C.A. section 17932.  

 Business Associate shall conduct the risk assessment to determine whether a breach 
occurred.  

 Business Associate’s notification to the ALLIANCE Privacy Officer shall include:  
o The affected individual(s) whose unsecured PHI has been or is reasonably believed to 
have been accessed, acquired or disclosed;  

 o The incident, including the date of the breach and the date of the discovery, if known;  
 o Who made or caused the breach  
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 o The types of unsecured PHI involved in the breach;  
 o Any specific steps the inrelated to the breach;  

o What the Business Associate is doing to investigate the breach, to mitigate losses and to 
protect against further Breaches;  
o Contact procedures for how the individual(s) can obtain further information from the 
Business Associate; and  
o Other such information, including the risk assessment analysis, as reasonably requested 
by the ALLIANCE’s Privacy Officer.  
o The ALLIANCE’s Privacy Officer shall notify individual(s) affected by the Business 
Associate’s breach in accordance with specifications above (upon Breach by Covered 
Entity).  
o The ALLIANCE’s Privacy Officer shall use a method of notification regarding the 
Business Associate’s breach that meets the requirements of 45 CFR 164.404 (d)  
o The ALLIANCE shall provide notice to the media when required under 45 CFR 164.405 
and the Secretary of HHS pursuant to 45 CFR 164.408 regarding the Business Associate’s 
breach 

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:  
45 CFR §164.404(d)  
45 CFR §164.405  
45 CFR §164.408  
45 CFR §164.412  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Business Associate Policy 

  
I. POLICY:  
Protected health information may be disclosed to a business associate with whom the ALLIANCE 
has a contract or vendor agreement and as is necessary in the provision of services to clients.  
Business Associates shall comply with any and all regulatory requirements, which may arise in 
the future to comply fully with the Privacy Rules, the Security Rule and HITECH.  
  
If the ALLIANCE becomes aware of a breach of any HIPAA requirement by the Business 
Associate, the ALLIANCE shall refer to the Breach Notification Policy.    
  
II. PURPOSE:  
The purpose of this policy is to ensure client’s rights to privacy of protected health information will 
be maintained pursuant to the Health Insurance Portability and Accountability Act (HIPAA) of 
1996 Privacy Rule.   A signed agreement with all business associates shall be in place as soon 
as it is identified that PHI will be shared between the ALLIANCE and another entity.  
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 The Privacy Officer will maintain a list of all business associates.  

 All new business relationships will be assessed by the Privacy Officer to determine if the 
new party falls under the definition of business associate.  

 If the entity is a business associate, the Privacy Officer will review the underlying contract 
(if any) with the entity to verify that appropriate business associate language is included.  

 Any employee or other person, who believes that the business associate has breached the 
agreement, will notify the Privacy Officer.  

 The Privacy Officer will coordinate an investigation in accordance with the Breach 
Notification Policy.    

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.  Further, it is 
applicable to the ALLIANCE’s Business Associates. 
  
 VI. REFERENCE:  
 45 CFR §164.502 (e) (business associates)  
 45 CFR §164.504 (e) (business associates contracts)  
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          Revision Date:  November, 2011  
 

Alliance for Aging, Inc. 

Client Complaint Policy 

  
I. POLICY:  
The client has the right to file a complaint regarding the ALLIANCE’s privacy policies and practice
s without fear of retaliation, intimidation or being asked to waive their right to complain.  This 
includes complaints filed with this agency as well as the government.  Furthermore, retaliation 
cannot and will not be made against another party for participating in the complaint.  
 
Once the ALLIANCE becomes aware of a breach of any HIPAA requirement, every effort will be 
made to reduce and/or stop the harm caused by the breach, and in all cases follow breach 
notification rules in accordance with HITECH.  
 
All complaints, including those complaints made by a client against a business associate will be 
taken by the Privacy Officer who will conduct an investigation into the matter.  Should the 
complaint be founded, the Privacy Officer will recommend disciplinary action against an 
employee; or in the case of business associate, steps necessary to stop and correct the activity 
causing the breach.  If the business associate does not respond to the request, steps will be 
taken, as outlined in the Breach Notification Policy.  The Privacy Officer will document all 
complaints and their disposition and retain for a period of six (6) years.  
  
II. PURPOSE:  
The purpose of this policy is to ensure and acknowledge that client has a right to file a complaint  
regarding the ALLIANCE’s privacy policies and practices, without fear of retaliation pursuant to 
the Health Insurance Portability and Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 All complaints regarding privacy issues will be directed to the Privacy Officer.  

 The Privacy Officer will document the complaint as well as the disposition at the conclusion 
of the investigation.  

 The Privacy Officer will conduct an investigation and if founded will recommend disciplinary 
action against workforce members. In the event the complaint is against a business 
associate, the Privacy Officer will address the issue with the business associate as 
outlined in the business associate policy and/or the breach notification policy.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
   
VI. REFERENCE:  
 45 CFR §164.530   
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           Revision Date:  November, 2011  

  
Alliance for Aging, Inc 

Client Rights Policy 

Right to Request Restrictions on Use 

Alternative Means of Communication 

Part A 

  
I. POLICY:  
The client’s right to request restrictions on uses and disclosure of his or her protected health  
information will be recognized and a determination made to grant or deny the requested 
restrictions.  Restrictions will not be allowed in cases of government investigations of HIPAA 
compliance.  
  
In the event that the request is granted, the restriction will be honored unless there is an 
emergency.  In such situations, the entity receiving the information will be asked to not further 
disclose the information.  
  
The restriction may only be terminated as follows:  

 If the client agrees to the termination and it is documented in writing  

 The ALLIANCE notifies the client that we will not continue with the agreed upon restriction 
for future uses and disclosures  

  
All reasonable requests for alternative means of communication will be granted.  The Privacy 
Officer will be consulted in all cases where an employee may deem the request unreasonable.  
If the request is deemed unreasonable, the client will be notified and given the opportunity to 
modify their request, continue service with the understanding their request will not be honored, to 
make the decision to treat elsewhere. All requests for restrictions and alternative means of 
communication and the corresponding decisions to agree or deny will be documented and kept 
for a period of six (6) years.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that client’s right to restrict use or disclosure of protected 
health information and alternative means of communication is recognized pursuant to the Health 
Insurance Portability and Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 The employee who receives a request for restrictions on use and disclosure or alternative 
means of communication will document and notify the Privacy Officer.  

 Client will not be asked why the request is being made.  

 Employees will ask the client to put any such request in writing.  If the client objects to a 
written request they will be referred to the Privacy Officer, who will either enforce the 
requirement or agree to document the request on behalf of the client.  

 The Privacy Officer or his designee will determine whether a request can be granted.  A 
request for alternative means of communication cannot be refused if the request is 
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reasonable.  

 If the client’s request for either restrictions or alternative means is refused, the client will be 
informed.   

 If a request is granted the Privacy Officer will notify appropriate staff of the restriction.  

 If a request is terminated, the Privacy Officer will notify staff that the restriction has been 
removed.   

 Terminations of agreements will only be effective if the criteria outlined above are met.  

 The Privacy Officer will retain copies of written client requests for a period of six (6) years.  
   
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:  
45 CFR §164.502(c)  
45 CFR §164.522  
45 CFR §164.530 (Documentation and retention)  
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         Revision Date:  November, 2011   

  
Alliance for Aging, Inc 

Client Rights Policy 

Right to Request Access or Amendment to 
Records 

Part B 

   
I. POLICY:  
The client will be given the right to inspect and/or copy his or her own case records, billing 
records and any other record as applicable, that is used by the ALLIANCE in the provision of 
services to said client in the presence of the Privacy Officer or his/her designee.  
 
The ALLIANCE may provide a summary of the requested information if the client is agreeable.  A 
reasonable fee may be charged to client for the preparation of a summary.  
Client will be notified within thirty (30) days whether access has been granted or denied.  If the 30 
day requirement cannot be met, the client will be notified and the time expanded an additional 30 
days.   
 
The ALLIANCE may deny access for reasons stated below.  If the denial only refers to a portion 
of the information, access may be granted to the extent possible.  Client will be notified in writing 
of the reasons for denial.  

 The request is for psychotherapy notes  

 The request is for information compiled in anticipation of a civil, criminal or administrative 
proceeding  

 The information requested was obtained from someone other than a health care provider 
under the promise of confidentiality and access would likely reveal the source of the 
information  

 The patient is an inmate of a correctional institution  

 The request is for information collected and maintained in the course of research  
  
The ALLIANCE may also deny access for the following reasons, but will give the client the right to 
have the denial reviewed by another licensed health care professional who did not participate in 
the original denial.  

 It is determined that allowing access to the information would reasonably likely endanger 
the life or safety of the client or another person.  

 The information makes reference to another person or other health care provider and a 
licensed health care professional determines that the access is reasonably likely to cause 
substantial harm to this other person.  

 The request is made by a personal representative and it is determined that the requested 
access is reasonably likely to cause substantial harm to the client or another person.  

  
The ALLIANCE will recognize the client’s right to request that his/her information be amended wh
en the client submits the request in writing and gives a justifiable reason to support the requested 
amendment.  The request will be granted or denied within sixty (60) days of receipt of the written 
request.  
 
If the request is granted, the following actions will be taken:  

 Amendment will be made as requested  
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 Client will be informed that the amendment has been accepted  

 Names of all individuals who received the protected health information will be obtained 
from the client to notify them of the amendment  

 Identify and inform all persons or entities who have the information that is the subject of the 
request who have relied upon this information, or can be expected to rely upon this 
information in the future to the detriment of the client.  

   
The following are grounds for denying the request to amend:  

 The ALLIANCE believes that the record is accurate and complete.  

 Access has been denied for one of the reasons listed above  

 The ALLIANCE did not create the information  
  
Client will be notified in writing of any denied request.  If the client chooses to submit a statement 
of disagreement, the ALLIANCE has the option to respond with a written rebuttal prepared by the 
Privacy Officer.  

 If the client submits a statement of disagreement, the above information or a summary of 
this information will be included with any subsequent disclosure of the information that is 
the subject of the amendment request.  

 If the client does not submit a statement of disagreement, he/she may request that the 
amendment request and denial be submitted with any future disclosures of the 
information that is subject of the request.  

 If a future disclosure must be made in standard format, the additional information described 
above may be submitted separately.  

  
Documentation will be retained by the Privacy Officer for six (6) years. 

  
If the request is deemed unreasonable, the client will be notified and given the opportunity to 
modify their request, continue service with the understanding their request will not be honored, or 
to make the decision to treat elsewhere.  

 
All requests for restrictions and alternative means of communication and the corresponding 
decisions to agree or deny will be documented and kept for a period of  six (6) years.  

 The request for amendment  

 The denial if applicable  

 The client’s statement of disagreement if applicable  

 The rebuttal to the statement of disagreement if applicable  
  
II. PURPOSE:  
The purpose of this policy is to ensure that client’s right to access or amend their own protected   
health information recognized pursuant to the Health Insurance Portability and Accountability Act  
(HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 Employees will inform the client that any requests for access or amendments must be 
submitted to the Privacy Officer in writing.  

 The Privacy Officer or his designee will keep a log of all requests and track the deadline for 
the requested information or amendment.  
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 The Privacy Officer will notify the client that the ALLIANCE is not in possession of the 
requested information and inform them of the location.  

 The Privacy Officer or his designee will send the client written notification of denials prior to 
the deadline of 30 or 60 days.  

 If the request is granted, the Privacy Officer will fulfill the duties noted above as applicable 
and within the time frame.  

 If the 30 day extension is needed the Privacy Officer will notify the client in writing the 
reason for the delay.  

 If the request was denied on grounds listed above and client seeks a review, the Privacy 
Officer will arrange for an independent review by someone not involved in the decision to 
deny.  

 If the client responds to the denial, the Privacy Officer will write the rebuttal to the client.  

 The Privacy Officer will ensure that the request, the denial, statement of disagreement, and 
rebuttal as applicable are filed in the client’s case record.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:  
45 CFR §164.524 (inspection/copy)  
45 CFR §164.526 (amendment)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc.  

Minimum Necessary/Need to Know Policy--Part A 

  
I. POLICY:  
Reasonable efforts will be made to limit the amount of client information use within the ALLIANCE 
or disclosed to others to that which is minimally necessary to accomplish the intended purpose of 
the disclosure.    
 
The exceptions to this will be:  

 Those uses and disclosures related to treatment.  

 When client requests his or her own information.  

 When client signs an authorization. 

 When the disclosure is made because it is required by law. 
  
Requests for information not made on a routine basis will be reviewed individually to determine 
the minimum amount of information that must be disclosed based on the following criteria:  

 How specific the request is  

 If not specific, find out what is specifically needed and why  

 Justification for requesting entire case record  

 Reliability of entity requesting the information  

 Consultation with Privacy Officer regarding appropriateness of disclosing information  
  
II. PURPOSE:  
The purpose of this policy is to ensure that access to client’s protected health information is 
limited pursuant to the Health Insurance Portability and Accountability Act (HIPAA) of 1996 
Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 All employees will sign a security/need to know agreement, agreeing that they will not use 
information other than that which is necessary to perform their job function.  

 If employees believe they need access to additional information, they will consult with the 
Privacy Officer.  

 Employees will provide justification for the amount and type of information disclosed.  

 If the identity of the entity requesting the information is unknown, employee will verify the 
identity.  

 In the event that this agency requests information from another provider, the same policy 
regarding minimum necessary will apply.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:   
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45 CFR §164.502(b)  
45 CFR §164.514(d)  
45 CFR §164.514(h)  
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         Revision Date:  November, 2011   
  

Alliance for Aging, Inc. 

Minimum Necessary/Need to Know Policy-- Part B 

  
I. POLICY:  
Information will be provided to third party payers such as Medicaid as required by contracts.  The 
following information may be provided as part of a claim:  

 Date of service  

 Client demographic information  

 Client number, Medicaid number, social security number, etc  

 Diagnosis and/or procedure codes  

 Medical history information  

 Referral/authorization information  
  
In situations where non-specific information is needed to support a claim or audit, only the 
minimum amount of information to support the claim will be supplied.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that access to client’s protected health information is 
limited pursuant to the Health Insurance Portability and Accountability Act (HIPAA) of 1996 
Privacy Rule. 
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 For claim submission the information required will be submitted.  

 If additional information is needed, employees will determine what information is necessary 
to support the service in question.  

 If an employee is not comfortable with the amount and type of information being requested, 
they will consult with the Privacy Officer.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:   
45 CFR §164.502(b)  
45 CFR §164.514(d)  
45 CFR §164.514(h)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Notice of Privacy Practices Policy 

  
I. POLICY:  
All ALLIANCE clients must be given a Notice of Privacy Practices (the “Notice”), which will 
provide notice of the following: 

 The ways in which the ALLIANCE will use and disclose the client’s personal health 
information; 

 The client’s rights under HIPAA; and 

 The ALLIANCE’s duties under HIPAA. 
  
II. PURPOSE:  
The purpose of this policy is to ensure that all clients will be notified of their rights to privacy of 
protected health information, as required by the Health Insurance Portability and Accountability 
Act (HIPAA) of 1996 Privacy Rule.    
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  
A. Provision of Notice:  

 The Notice will be provided at the first face-to-face encounter with the client (i.e., the first 
home visit).  The Notice will not be provided on subsequent visits, but copies are 
available on later visits and will be provided to clients if requested.   If the Notice cannot 
be provided to the client at date of first delivery of services because of an emergency, 
crisis, or telephonic service delivery, then ALLIANCE must make a good faith effort to 
provide the Notice to the client as soon as is reasonably possible.   In the case of 
telephonic service delivery (i.e., Intake), the client will be mailed a copy of the Notice 
within 24 hours following contact.  

 If the client desires and requests it, the Notice may be delivered electronically (i.e., by e-
mail).   

 If the ALLIANCE receives information that the electronic Notice was not deliverable, a 
paper copy will be provided.  

 The Notice will be posted in a clear and prominent location in the main ALLIANCE office 
and its branch office.     

 A copy of the Notice is displayed on the ALLIANCE website.    

 A copy of the Notice will be provided to anyone upon request.  

 A reminder of the Privacy Notice’s availability and how to obtain the notice will be provided 
to  current ALLIANCE clients once every three years, providing there has been no 
revision during that time period.  

  
B. Acknowledgement of Notice:  

 The ALLIANCE will make a good faith effort to obtain a signed acknowledgement from the 
client at the time the  “Notice” is provided  to  him/  her  or  if  appropriate,  the  client’s  
personal  representative. The signed Acknowledgement will be filed in a locked file 
cabinet or client file.  

 If a signed or initialed Acknowledgement cannot be obtained, the employee will document 
the good faith efforts that were made to obtain the Acknowledgement and the reason why 
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the Acknowledgement could not be obtained, and file in client’s case record.  

 If the Acknowledgement cannot be obtained because of an emergency, the employee will 
continue to make good faith efforts to obtain the signed or initialed Acknowledgement as 
soon as practicable after the emergency situation has ended.   

 
C. Revisions to Notice:  

 The Notice will be revised if there are changes affecting any of the following:  

 The ALLIANCE’s uses and disclosures of the client’s information  

 The individual’s rights  

 The ALLIANCE’s duties  

 Any other material change to the ALLIANCE’s privacy practices  
  
Copies of revised Notice of Privacy Practices will be redistributed to all ALLIANCE clients at the 
next face-to-face interview or through mass mailing, if appropriate, and under no circumstances, 
later than 60 days following revision.  The revised Notice will also be available to any client upon 
request.  The revised Notice will also be posted (to replace the existing Notice).  
  
The Privacy Officer will coordinate the redistribution of the Notice to all clients either by mass 
mailing or by distributing the Notice to the appropriate employee to deliver to client at the next 
face-to-face visit.  
  
D. Maintaining Notice:  

 The Privacy Officer will log and retain copies of all versions of the Notice for at least six 
years.   

 Privacy Officer will be responsible for overseeing the appropriate staff’s tracking and follow 
up for all signed Acknowledgements and “Good 
Faith Effort” forms, which will also be maintained at least six years.  

 The Privacy Officer will be responsible for posting the Notice in the public areas of all sites 
from which this Agency provides services, as well as on our website.  

 It is the responsibility of the appropriate ALLIANCE employee to verify that there is a 
signed or initialed Acknowledgement in the client’s file or locked cabinet.  

 If the client does not have a signed or initialed Acknowledgement, the appropriate 
ALLIANCE employees are responsible for giving the client a copy of the current Notice 
and obtaining a signed or initialed Acknowledgement.  

 Employees will place a copy of the signed or initialed Acknowledgement in the client’s case 
record or locked cabinet. 

                 
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI.  REFERENCE:   
45 CFR §164.520 (Notice)  
45 CFR §164.530 (Documentation and retention)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Personal Representative Policy 

  
I. POLICY:  
If under the State of Florida law, a Personal Representative has been given the authority to act on 
behalf of the client, that Personal Representative will be granted the same rights as the individual 
(client). This includes but is not limited to signing all documents such as care plans, 
authorizations, etc for the client.  Additionally the Personal Representative will be granted access 
to client information as outlined in the HIPAA Privacy Rule.    
The ALLIANCE does retain the right to deny the Personal Representative access to the client’s 
protected 
health information, if in the ALLIANCE’s professional judgment, or the ALLIANCE reasonably 
believes that access to such information would put the client at risk of harm by allowing the 
Personal Representative access.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that all clients who have Personal Representatives will be 
granted the rights to access programs and services provided by the ALLIANCE regardless of their 
ability to sign for themselves or act on their own behalf as outlined by the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 If a client is a competent adult, he/she will be asked to sign all forms and make all requests 
pursuant to HIPAA.    

 If the client has a person who under the law is a Personal Representative, the Personal  

 What the Business Associate is doing to investigate the breach, to mitigate losses and to 
Representative will be asked to sign all forms and make all requests pursuant to HIPAA.  

 If employees have questions as to whether or not an individual is a personal representative 
of a client, or whether access should be granted, the employee will consult with the 
Privacy Officer.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:   
45 CFR §164.502(g) (personal representatives)  
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          Revision Date:  November, 2011   

  
Alliance for Aging, Inc. 

Reasonable Safeguards Policy - Fax 

  
I. POLICY:  
The ALLIANCE will make reasonable efforts to safeguard fax communications.   
  
II. PURPOSE:  
The purpose of this policy is to ensure reasonable safeguards are in 
place to protect client’s rights to privacy of protected health information pursuant to the Health 
Insurance Portability and Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  
A. Reasonable safeguards to protect fax communications are in place including:  

 Locating the fax machines in areas that are not high traffic areas and not viewable or 
accessible by visitors.  

 Limiting access to the fax machine to certain employees.  

 Increasing number of available fax machines to accommodate confidential fax materials.  
  
B. Employees will take reasonable steps to ensure that fax transmissions are sent to their 
intended destinations, including:  

 Refraining from sending highly confidential information via fax   

 Double-checking fax numbers before dialing  

 Ensure that fax recipient knows the fax is being sent, to avoid its delay, being lost, being 
seen by others, etc.  

 Being aware of and make appropriate accommodations for who has access to faxed 
materials in order to avoid incidental disclosure to others in a workplace setting  

 Periodically reminding fax recipients to update the office with any changes in fax numbers  

 If an employee becomes aware that a fax has been misdirected, contacting the recipient 
and asking them to discard the misdirected fax  

 Making sure that all faxes containing confidential and/or PHI information are accompanied 
by a fax cover sheet that contains a confidentiality statement   

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:  
45 CFR §164.530  
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           Revision Date:  November, 2011 
   

Alliance for Aging, Inc. 

Reasonable Safeguards Policy 

Oral, Written Communications & Computer 
Records 

  
I. POLICY:  
The ALLIANCE will make reasonable efforts to prevent uses and disclosures that are not 
permitted in the Privacy Rule.  This includes having reasonable administrative, technical and 
physical safeguards in place to prevent such impermissible uses and disclosures.  In determining 
what safeguards are “reasonable,” the ALLIANCE will use the viewpoint of a prudent health care 
professional.   

  
All forms of communications will be limited to that which is minimally necessary to achieve the 
intended purpose.  Reasonable safeguards will be taken to prevent disclosure of information 
beyond that which is minimally necessary and to prevent disclosure of information to persons who 
do not need the information to perform their job function.   
  
Some of the reasonable safeguards the ALLIANCE will take include:  

 Employees are responsible for taking reasonable precautions to keep protected health 
information out of the view of others who have no need for the information.  

 Employees are responsible for making reasonable attempts to keep conversations quiet 
when client information is being discussed among employees in a common area.  

 Employees are responsible for taking clients to a private area or speaking quietly when 
discussing protected health information in the presence of others.  

 Employees are responsible for avoiding talking about clients outside of the office.  
 Employees are responsible for locking the office and cabinets, where applicable, at the end 

of the day.  

 Employees are responsible for putting case records away at the end of the day.  

 Employees are responsible for taking appropriate tracking measures when mailing PHI.  

 Employees are responsible for taking precautions and using judgment when leaving 
messages on answering machines.  

 Employees are responsible for preventing the use of protected health information when 
communicating via e-mail or when posting information on the Internet   

  
Pursuant to HIPAA privacy regulations requiring that technical safeguards be put in place to 
safeguard protected health information, access to any computer containing protected health 
information, is protected by the use of passwords.  Each employee is responsible for keeping his 
or her password confidential.  Employees will not use their name as a password or any other 
word that could be easily guessed by others.  Employees will not share computer passwords.  
Employees should logout of the computer when it is not in use.  Employees will sign a 
confidentiality agreement agreeing that they will only access the computer for information that 
they need to know and will not attempt to access the computer if they are not authorized to do so.  
  
II. PURPOSE:  
The purpose of this policy is to ensure reasonable safeguards are in place to protect client’s  
rights to privacy of protected health information pursuant to the Health Insurance Portability and 
Accountability Act (HIPAA) of 1996 Privacy Rule.   
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III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 Employees will take reasonable precautions to safeguard information from unintended 
disclosure.  

 Employees will take reasonable precautions to safeguard information so that only the 
minimal amount of information necessary to serve the stated purpose is either used or 
disclosed.  

 Employees will take reasonable precautions to safeguard information so that information is 
not disclosed to people who do not have a need to know the information.  

 If an employee has a computer password, he or she will not share the password with 
anyone else, including other employees and will not post the password on or near the 
computer.  

 All employees will be asked to sign a security/need to know agreement.  
  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:  
45 CFR §164.530  
45 CFR §164.514 
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Privacy Training, Education & Awareness Policy 

  
I. POLICY:  
Formal HIPAA privacy training will be provided to all current workforce members and to new hires 
as a part of their orientation.  At least annually all employees will attend an updated training or in-
service regarding HIPAA regulations.    
  
The Privacy Officer will be responsible for coordinating said training—it is his/her responsibility to 
determine the topic/content of the training based on observation of staff proficiency as it relates to  
HIPAA.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that ALLIANCE workforce members are provided with the 
knowledge of policies and procedures as they relate to protected health information pursuant to 
the Health Insurance Portability and Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 All current workforce members will receive formal HIPAA training as a part of the  
ALLIANCE’s compliance effort. 

 New employees will receive HIPAA training as a part of their orientation to the ALLIANCE 
in their new position.  

 The Privacy Officer is responsible for coordination and content of training.  

 The Privacy Officer will arrange in-services as refresher courses for all staff.  
  
V. ELIGIBILITY:  
This policy/procedure is applicable to all workforce members of the ALLIANCE as it relates to 
their individual job functions.  
  
 VI. REFERENCE:   
 45 CFR §164.530(b)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Uses and Disclosures Policy--Part A 

  
I. POLICY:  
Pursuant to HIPAA, the ALLIANCE will use client information in the course of treatment, payment, 
and operations without obtaining authorization from the client if the information is needed for any 
of the following activities:  

 Treatment or care plan decisions.  

 Consultations and referrals to 
another health care provider involved in client’s treatment plan.  

 Billing for payment purposes.  

 Disclosure of client information to another provider so that the other provider can obtain 
payment (i.e., disclosure of Medicare/Medicaid or demographic information to a home 
health agency or a physician’s office).  

 Assessment/eligibility determinations, utilization review, coverage determinations or 
authorization for services.  

  
The ALLIANCE’s health care operations include, but are not limited to:    

 case coordination  

 intake, screening and assessment  

 quality assessment and improvement activities, including outcome measurements and 
development  

 of clinical guidelines   

 population based activities related to improving health or reducing health care costs  

 protocol development  

 contacting providers and patients about treatment alternatives  

 oversight and/or evaluation of providers  

 conducting training programs  
  
If the client does not object, the ALLIANCE may disclose client’s health information to the followin
g person’s if they are involved in the client’s healthcare or payment of health care, if we determine 
that the information is relevant to the person’s involvement with the patient:  

 family member  

 relative  

 close personal friend  

 other person identified by the patient as being 
involved in the patient’s health care or payment of health care  

  
The ALLIANCE may also disclose information regarding the client’s general condition, location or 
death to the following if the patient does not object: 

 a family member  

 the patient’s personal representative  

 another person responsible for the care of the patient   
  
The ALLIANCE will give the client an opportunity to object to any and all disclosures made to 
family, friends, other relatives, personal representatives and caregivers unless:  

 The ALLIANCE determines from the circumstances that the client would not object;  
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 The ALLIANCE determines in the exercise of professional judgment that it is in the best 
interests of the client to make the disclosure; or   

 In assistance with disaster relief efforts the ALLIANCE determines that providing an 
opportunity to object would hamper these efforts.  

  
The above information is provided to the client in the ALLIANCE’s Notice of Privacy Practices of 
which the client is given a copy. 

  
II. PURPOSE:  
The purpose of this policy is to ensure that treatment, payment and health care operations may 
proceed without undue interference pursuant to the Health Insurance Portability and 
Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 Any use or disclosure of client information for treatment, payment or operations of the 
ALLIANCE or of another provider involved in client’s health care, will not require a signed 
authorization from the client. 

 If any employee of the ALLIANCE has a question as to whether a use/disclosure is for 
treatment, payment, or operations, he or she will contact the Privacy Officer.  

 If the client does not object, his/her information may be shared with a family member, 
friend, personal representative or caregiver depending on the circumstances.  

 Employees of the ALLIANCE may make disclosures without offering the client an 
opportunity to object if we determined based upon professional judgement that the client 
would not object or it is in the client’s best interest to make the disclosure. 

 Employees of the ALLIANCE are required to consult with the Privacy Officer if there is any 
question as to whether a determination as discussed above is appropriate.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI.  REFERENCE:   
45 CFR §164.501 (definitions)  
45 CFR §164.502 (general rules for uses and disclosures)  
45 CFR §164.506 (treatment, payment, or operations)  
45 CFR §164.510 (b) (disclosures to family members, etc.)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc.  

Uses and Disclosures Policy--Part B 

  
I. POLICY:  
In the event that special circumstances exist in regard to the client’s safety and well-being, the 
Privacy Officer of the ALLIANCE may disclose protected health information without client’s 
authorization for any of the following reasons: 

 If it is required by law  

 To report abuse, neglect or domestic violence  

 Health oversight agency as part of an audit or for monitoring purposes  

 If the case record is requested by subpoena or other lawful process  

 If the information is required as a part of law enforcement or criminal investigation where 
the client has been the victim of a crime or the client’s death is the result of criminal 
conduct.  

  
The above information is provided to the client in the ALLIANCE’s Notice of Privacy Practices of 
which the client is given a copy.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that disclosure of client’s protected health information may 
be made without client’s authorization when State law pursuant to the Health Insurance Portability 
and Accountability Act (HIPAA) of 1996 Privacy Rule requires it.  

 
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 All requests for uses and disclosures described in this policy will be referred to the Privacy 
Officer to determine whether the use or disclosure should be made.  

 When a disclosure is made for any of the reasons set forth in this policy, the Privacy Officer 
will document it, using the “Accounting of Disclosures” form.  

 If a client requests an accounting of disclosures, the Privacy Officer will be notified of the 
request and respond to the request.  The accounting of disclosure will contain the 
following information:  

 o Date of disclosure  
 o Name and address of entity or person who received the information  
 o Brief description of the protected health information disclosed  
 o Brief explanation of the purpose the disclosure was made  
  
The Privacy Officer will compile the information contained on the forms in the client’s case record 
or file into a single document and provide it to the client within sixty (60) days of the request.  If 
the sixty (60) day deadline cannot be met, a letter will be sent to the client informing them of the 
inability to meet the deadline, the reason why, and the estimated completion date (not to exceed 
thirty (30) days after the initial sixty (60) day deadline).  
  
If the client has requested more than one accounting of disclosures within the past twelve (12) 
months, the Privacy Officer will inform the client that reasonable cost-based charges will be 
imposed, and if the client still wants the disclosure, the Privacy Officer will prepare an invoice 
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setting forth these charges and request payment at the time the disclosure is made.  
  
The Privacy Officer will maintain a copy of all disclosures and documentation that is provided to 
the client for at least six (6) years. 
  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI.  REFERENCE:   
45 CFR §164.512 (uses and disclosures not requiring authorization)  
45 CFR §164.528 (accounting of disclosures)  
45 CFR §164.530 (documentation)  
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          Revision Date:  November, 2011  

  
Alliance for Aging, Inc. 

Uses and Disclosures Policy--Part C 

  
I. POLICY:  
For any use or disclosure that is outside of the disclosures described in Parts A and B of this 
policy a signed authorization from the client is required.  The ALLIANCE cannot directly or 
indirectly receive remuneration in exchange for any PHI, unless it first obtains a valid 
authorization from the individual whose PHI is being disclosed.  This may include, but is not 
limited to:  

 Disclosures made to insurance companies  

 Disclosures made for the client to participate in some activity  

 Disclosures for research unless an exception applies as follows:  
o There is a documented waiver of authorization from and IRB or privacy board on file with 
the Privacy Officer  
o Information is being gathered to identify potential research subjects as long as the 
information does not leave the office  

 o If the client is deceased and the information is solely for research and is necessary to the  
 research  

 Disclosures for marketing purposes with the following exceptions:  
 o Communications made to the client regarding treatment, case management or care  
 coordination that may include recommendation of services, products or referrals  
 o Provision of sample products  
 o Promotional gifts of nominal value—i.e. magnets imprinted with the provider’s name  
  
Authorizations will contain the language and points of the law set forth in the Privacy Rule 45 
CFR § 164.508 and will not be combined with any other type of document.  Additionally the 
signed authorization will not be a condition for treatment unless treatment is for research or the 
treatment being provided is for the sole purpose of creating protected health information for a 
third party.  
The client will receive a signed copy of the authorization and has the right to revoke the 
authorization in writing at any time.  Copies of all signed authorizations will be retained for at least 
six years.  
  
II. PURPOSE:  
The purpose of this policy is to ensure that disclosure of client’s protected health information may 
not be made without client’s authorization pursuant to the Health Insurance Portability and 
Accountability Act (HIPAA) of 1996 Privacy Rule.   
  
III. SCOPE:  
This policy includes all programs administered and/or delivered by the ALLIANCE in which 
protected health information is gathered by ALLIANCE staff as a part of service delivery.  
  
IV. PROCEDURE:  

 If use or disclosure is needed for any of the reasons outlined above, the client will be asked 
to sign an authorization.  

 If there is a “condition to treatment” the condition will be stated on the authorization.  Other
wise the authorization will contain the following statement: “I understand that the 
ALLIANCE will not condition my treatment on whether I provide authorization for the 
requested use or disclosure” T 

 The Privacy Officer will be contacted in the event that there is a question as to whether the 
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authorization is valid, and the client is unwilling to sign the ALLIANCE’s authorization 
(i.e., the client brought in their own authorization form) 

 A copy of the signed authorization will be placed in the client’s case record or file.    

 In the event that the client wishes to revoke the authorization, they will be required to 
submit the request in writing.  

 A copy of the revocation will be put in the client’s file and the word REVOKED will be 
written in red ink across the authorization, and steps will be taken to stop the use and 
disclosure that was the subject of the authorization.  

 The Privacy Officer will be responsible for ensuring that all authorizations are retained for 
the required six years.  

  
V. ELIGIBILITY:  
This policy/procedure is applicable for all ALLIANCE clients who have been screened for 
admission to any ALLIANCE programs or had an eligibility determination in which protected 
health information was gathered by ALLIANCE staff as a part of that process.     
  
VI. REFERENCE:   
45 CFR §164.501 (marketing definition)  
45 CFR §164.508 (authorization)  
45 CFR §164.530 (documentation and retention)  
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Appendix A 
 

Confidentiality Notice for E-Mail Transmissions 
 
To ensure the policy of the ALLIANCE is carried out; emails should contain the following 
disclaimer: 
 
CONFIDENTIALITY NOTICE: This email and any files transmitted with it are confidential and 
intended solely for the use of the individual or entity to which they are addressed. If you have 
received this email in error please notify the system manager. This message contains confidential 
information and is intended only for the individual named. If you are not the named addressee 
you should not disseminate, distribute or copy this e-mail. Please notify the sender immediately 
by e-mail if you have received this e-mail by mistake and delete this e-mail from your system. If 
you are not the intended recipient you are notified that disclosing, copying, distributing or taking 
any action in reliance on the contents of this information is strictly prohibited. 
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Appendix B 
 

Alliance for Aging, Inc. 
Accounting for Disclosures 

 
 
Client Name: __________________________________________ 
 
Date of disclosure: ___________________________________ 
 
 
The information was disclosed to (name of person or entity): 
_____________________________________________________________________________ 
 
 
Address of person receiving information (if known): 
_____________________________________________________________________________ 
 
 
Description of the protected health information disclosed (e.g., medical records for certain dates, 
client address or phone number) [or attach copy of information that was disclosed]: 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
 
Stated purpose of the disclosure (e.g., required by law, report to public health agency, report 
abuse or neglect): 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
 
Name of Employee completing form: ________________________________________________ 
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Appendix C 
 

Alliance for Aging, Inc. 
AUTHORIZATION FOR USE OR DISCLOSURE OF INFORMATION  

 
 
 
I, __________________________________________, hereby authorize the Alliance for Aging to  
 
(Check all those that apply): 
 
 
         Use the following protected health information, and/or 
 
         Disclose the following protected health information to: 
 
 
  Name of Receiver:          __________________________________                                                                                      
 
  Address of Receiver:      __________________________________                                                                                           
 
         __________________________________                                                                                      
 
 
[Describe the information to be used or disclosed, including, but not limited to, descriptors such 
as date of service, type of service provided, level of detail to be released, origin of information, 
etc.] 
 
                                                                                                                                                                   
 
                                                                                                                                                                   
 
                                                                                                                                                                    
This protected health information is being used or disclosed for the following purposes: 
 
                                                                                                                                                                   
 
                                                                                                                                                                   
 
                                                                                                                                                                   
 
This authorization shall be in force and effect until the service(s) provided to me are no longer 
needed or terminated at which time this authorization to use or disclose this protected health 
information expires. 
 
Expiration Date: _________________________ 
 
I understand that I have the right to revoke this authorization, in writing, at any time by sending 
such written notification to the Privacy Officer of the Alliance for Aging, Inc. at 760 NW 107th 
Avenue, Suite 214, Miami, FL 33172-3155.  I understand that a revocation is not effective to the 
extent that the Alliance for Aging has relied on the use or disclosure of the protected health 
information. 
 
I understand that the information used or disclosed pursuant to this authorization may be subject 
to re-disclosure by the receiver and may no longer be protected by federal or state law. 
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The Alliance for Aging will not condition my treatment, payment, enrollment in a health plan or 
eligibility for benefits (if applicable) on whether I provide authorization for the requested use or 
disclosure. 
 
Check one of the following:  
 
□ I understand that the Alliance will not condition my treatment on whether I provide authorization 
for the requested use or disclosure. 
 
□ I understand that the health care provided by the Alliance is solely for the purposes of creating 
protected health information for (INSERT THIRD PARTY). 
 
□ I understand that the treatment being provided for the Alliance is related to research and that 
my authorization of disclosures for research related purposes is a condition of this treatment. I 
understand that if I do not sign this authorization, then the Alliance will not provide research 
related treatment to me. 
 
I understand that I have the right to: 
 

 Inspect or copy the protected health information to be used or disclosed as permitted 
under federal law (or state law to the extent the state law provides greater access rights.) 

  

 Refuse to sign this authorization. 
 
 
 
 
 
 
 
_________________________________________ 
Signature of Consumer or Personal Representative 
 
 
 
_________________________________________ 
Name of Consumer or Personal Representative 
 
 
 
______________________ 
Date 
 
 
 
__________________________________________                                       
Relationship of Personal Representative to Consumer 
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Appendix D 
 

Alliance for Aging, Inc. 
Internal Client Request Tracking Form 

 
Date: __________________________ 
 
Client Name: _____________________________________________________ 
 
Client Number: _______________________________________________ 
 

Employee: Privacy Officer: 

□ Restriction on Use and Disclosure 
      Describe the nature of the request: 

 
____________________________ 
 
____________________________ 
 
____________________________ 

 
□ Client was referred to Privacy Officer 

 
□  Request was Approved 

□  Date approval communicated to 
patient __________________ 
□  Restriction communicated to staff 

□  Request was Denied 
□  Date denial communicated to patient    
     _____________________ 

 

□  Termination of Previous Request for 
Restriction on Use and Disclosure 
Describe the restriction that the client 
has agreed to terminate: 
 
____________________________ 
 
____________________________ 

 

 
 
 
 
□  Staff notified of removal of restriction 

□  Request for alternative method of 
communication 
□  Client was not asked reason for 

request 
□  Client was told to put request in 

writing to the attention of the Privacy 
Officer 

□  Request was Approved (Reasonable) 
□  Date approval communicated to 
patient __________________ 
□  Communicated to staff 

□  Request was Denied (Unreasonable) 
        □  Date denial communicated to patient        
            ________________________ 

 
 
 
Signature of Employee Completing Form: ____________________________________________ 
 
Date: __________________________ 
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Appendix E 
 

Alliance for Aging, Inc. 
Client Complaint Form 

 
This form is to be completed by the Privacy Officer. 

 
Client Name: ________________________________________ 
 
Date of Complaint: __________________________________ 
 
Complaint was received: 
□ Orally 
□ In Writing (attached to this form) 
 
Nature of complaint if complaint was oral or additional information gathered if complaint was 
written: (attach additional pages as necessary) 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
Complaint involved: 
□ Employee or other member of workforce 
□ Business Associate 
 
Results of investigation of complaint: 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
If complaint was against employee or other member of workforce, describe any sanctions that 
were taken against the employee or member of workforce: 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
If complaint was against business associate, reference business associate and breach 
notification policies for proper handling, then describe actions taken: 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
List any steps that were taken to mitigate past or future harm to the patient: 
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________ 
 
 
 
 
 
 
 
 
 
 



 41 

Appendix F 
 

Alliance for Aging, Inc. 
Sample Letter of Denial of Access to Protected Health Information 

 
Date: _____________________________ 
 
 
Name/Address: ___________________________________________ 
  ___________________________________________ 
  ___________________________________________ 
 
Dear _________________________________, 
 
The Alliance for Aging, Inc. is in receipt of your request to inspect and/or copy your protected 
health information. Pursuant to the Health Insurance Portability and Accountability Act (HIPAA) 
Privacy Rule, your request has been denied. 
 
The basis for denying your request is: (check all applicable reasons for denial) 
 

□ We do not possess the information that you requested (if known, the location of the 
information will be provided to you). This denial is not subject to review. 

□ The information that you requested was compiled in anticipation of, or for use in a civil, 
criminal or administrative action or proceeding. This denial is not subject to review. 

□ The information that you requested was obtained from someone other than a health care 
provider under a promise of confidentiality and the access requested would be 
reasonably likely to reveal the source of the information. This denial is not subject to 
review. 

□ The information that you requested was created or obtained in the course of on-going 
treatment related research and you agreed to the denial of access when you consented 
to participate in the research project (your right of access will be reinstated upon the 
completion of the research). This denial is not subject to review. 

□ You requested psychotherapy notes, which we are not required to provide and we do not 
think it would be in your best interests to provide access to these notes. This denial is not 
subject to review. 

□ A licensed health care professional has determined in his or her professional judgment 
that access to the requested information is reasonably likely to endanger your life or 
physical safety or the life or physical safety of another person. You may request review of 
this denial according to the process discussed below. 

□ The requested information makes reference to another person and a licensed health care 
professional has determined, in the exercise of his or her professional judgment, that the 
requested access is reasonably likely to cause substantial harm to such other person. 
You may request review of this denial according to the process discussed below. 

□ You are the patient’s personal representative and a licensed health care professional has 
determined, in the exercise of his or her professional judgment, that it would not be in the 
patient’s or another person’s best interests to provide the requested information. You 
may request review of this denial according to the process discussed below. 
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Review process: If the basis for denial set forth above is subject to review, you have the right to 
have the denial reviewed by another licensed health care professional who we designate and 
who did not participate in the denial. If you would like to request a review, please contact our 
Privacy Officer at: 
 
Address: 
 
ATTN: Privacy Officer 
760 NW 107th Avenue, Suite 214 
Miami, FL 33172-3155 

 
Telephone Number: (305) 670-6500 
 
The Privacy Officer will contact you regarding the results of the review within a reasonable period 
of time. 
 
You may also file a complaint about this denial to the Privacy Officer at the address or telephone 
number listed above or with the Secretary of the United States Department of Health and Human 
Services. 
 
Please note that complaints to the Secretary must be made in writing within 180 days, must name 
the provider and must describe the acts and/or omissions believed to have violated the Privacy 
Rule. 
 
Sincerely, 
 
 
 
 
 
___________________________________________ 
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Appendix G 
 

Alliance for Aging, Inc. 
Sample Letter for Denial of Request to Amend Protected Health Information 

 
Date: ___________________________ 
 
Name/Address: _______________________________________ 
   _______________________________________ 
   _______________________________________ 
 
Dear ____________________________, 
 
We are in receipt of your request to amend your protected health information. Pursuant to the 
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, your request has been 
denied. 
 
Your request has been denied: 

□ In whole 
□ Partially, as applicable to ____________________________________ 

 
The basis for this denial is: (check all applicable reasons for denial) 
 

□ We did not create the protected health information that is the subject of the request. 
□ The protected health information is not available to the patient for inspection in accordance 

with law. 
□ The protected health information is accurate and complete. 

 
You have the right to submit a written statement disagreeing with this decision to: 
 
Address: 
Alliance for Aging, Inc. 
760 NW 107th Avenue, Suite 214 
Miami, FL 33172-3155 
ATTN: Privacy Officer 
 
If you choose not to submit a written statement of disagreement, you may request that we provide 
your request for amendment and our denial with any future disclosures of the information that 
was the subject of the requested amendment. 
 
You also have the right to complain to our Privacy Officer at the address listed above or by 
telephone at (305) 670-6500. 
 
You also have the right to complain to the Secretary of the Department of Health and Human 
Services. Please note that complaints to the Secretary must be made in writing within 180 days, 
must name the provider and must describe the acts and/or omissions believed to have violated 
the Privacy Rule. 
 
Very Truly Yours, 
 
 
 
 
 
___________________________________ 
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Appendix H 
 

Alliance for Aging, Inc.  
Security and Confidentiality Agreement 

 
As an employee of the Alliance for Aging, Inc. (hereinafter the “Alliance”), and as a condition of 
my employment, I agree to the following: 
 

1. I have been provided with the HIPAA policies and procedures and I understand that I am 
responsible for complying with the regulations outlined in those policies and procedures. 

2. As an employee, I will consider any and all information pertaining to clients of this Alliance, 
which is received in the course of my employment, as confidential and privileged 
information. 

3. I will only access client information that I have a need to know in order to perform my job. 
4. I will not disclose information regarding the clients to any person or entity, other than as 

necessary to perform my job, and as permitted under this Alliance’s HIPAA Policies. 
5. I will not use any password other than my own to log on to any of the Alliance’s computer 

systems currently in existence or that may exist in the future. 
6. I will protect my computer password by committing it to memory so that there is no written 

record that may be accessed by others. 
7. I will not allow anyone, including other employees, to use my password to log on to the 

computer. 
8. I will log off of the computer as soon as I have finished using it or lock my workstation 

preventing access by others. 
9. I will not use e-mail to transmit client information unless I have confirmed both the sender 

and receiver are in the GroupWise (DOEA email) system. 
10. I will not remove client information from the premises of this Alliance in paper or 

electronic form without first receiving permission from my supervisor. 
11. Upon termination of my employment with the Alliance, I agree to continue to maintain the 

confidentiality of any information I learned while an employee and agree to turn over any 
keys, access cards, or any other device that would provide access to this Alliance or its 
information. 

 
I understand that violation of this agreement could result in disciplinary actions. 
 
_______________________________                   ______________________________ 
Name (print)       Signature  
 
_______________________________ 
Date 
 
 
 
 
_______________________________ 
Witness Signature 
 
 
 
 
 
 
 
 
 
 



 45 

Appendix I 
 

Alliance for Aging, Inc. 
Documentation of Employee/Workforce Training 

 
I, __________________________________, hereby acknowledge that I have received training in 
regard to HIPAA policies and procedures adopted by the Alliance for Aging, Inc. I understand that 
I am responsible for complying with the policies and procedures and that I am required to seek 
guidance from the Privacy Officer if I have any questions or concerns regarding client 
confidentiality or client’s right to privacy. 
 
Signature ________________________________________ 
 
Date ___________________________ 
 
Privacy Officer/Trainer Signature __________________________________________ 
 
 
 
 
 
Copy of signed form to be placed in employee’s or workforce member’s personnel file. 
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Appendix J 
 

Alliance for Aging, Inc. 
Confidentiality Statement for Facsimile Transmissions 

 
CONFIDENTIALITY NOTICE: The documents in this facsimile transmission may contain 
confidential information that is privileged and legally protected from disclosure by the Health 
Insurance Portability and Accountability Act (HIPAA). This information is intended only for the use 
of the individual or entity to which it is addressed. If you are not the intended recipient, or the 
agent responsible to deliver it to the intended recipient, you are hereby notified that reading, 
disseminating, disclosing, distributing, copying, acting upon or otherwise using the information 
contained in this facsimile is strictly prohibited. If you have received this information in error, 
please notify the sender immediately at (305) 670-6500 and destroy this facsimile. 
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Appendix K 
 

Alliance for Aging, Inc. 
Designation of Privacy Officer and Privacy Contact 

 
As required by the Health Insurance Portability and Accountability Act (HIPAA), the Alliance for 
Aging, Inc. makes the following designations: 
 

Designation of Privacy Officer 
 
The following individual will serve as the Privacy Officer henceforth: 
 
Name: Horacio Soberon-Ferrer    Date: 10/25/11 
 
This person will be responsible for the development and implementation of the policies and 
procedures as they relate to the practices of the Alliance for Aging, Inc.  
 

 
 

Designation of Privacy Contact 
 
Effective this date:  10/25/11                 
 
Name: Horacio Soberon-Ferrer 
 
This person will serve as the designated Privacy Contact to receive complaints and to provide 
further information regarding the Notice of Privacy Practices for the Alliance for Aging, Inc. 
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Appendix L 
 

Alliance for Aging, Inc. 
Notice of Privacy Practices 

 
THIS NOTICE OF PRIVACY PRACTIVES DESCRIBES HOW WE MAY USE AND DISCLOSE 
YOUR PROTECTED HEALTH INFORMATION.  IT ALSO DESCRIBES YOUR RIGHTS TO 
ACCESS AND CONTROL THIS INFORMATION, PLEASE READ IT CAREFULLY. 
 
We are required by law to maintain the privacy of protected health information and to provide you 
with this notice and our legal duties and privacy practices with respect to protected health 
information.  We are committed to keeping the personal information collected from our potential, 
current and former clients in a manner that is confidential and secure.  
 
Uses and Disclosures of Protected Health Information 
 
You will be asked by the staff person doing your intake and telephone screening to provide us 
with specific information about you and your general health status.  We will use this identifiable 
health information in order to obtain health care services on your behalf from any of our business 
associates.  Your protected health information may also be used and disclosed within our 
services system as part of the process followed to reimburse health care providers under contract 
with us for specific health care services rendered to you or to conduct the delivery of services to 
you. 
 
We may also use and/or disclose your information in accordance with federal and state laws for 
the following purposes: 

 Disclosure to the Department of Health and Human Services: We may disclose your 
protected health information when required by the United States Department of Health 
and Human Services as part of an investigation or determination of our compliance with 
relevant laws.  You will be notified, as required by lay, of any such use or disclosures.   

 Family and Friends: Unless you object, we may disclose your protected health 
information to family members, other relatives or close personal friends when that 
information is directly relevant to that person’s involvement with your care. 

 Notification: Unless you object, we may use or disclose your protected health 
information to notify a family member, a personal representative or another person 
responsible for your care of your location, general condition or death. 

 Disaster Relief: We may disclose your protected health information to a public or private 
entity, such as the American Red Cross, for the purpose of coordinating with that entity to 
assist in disaster relief efforts. 

 Health Oversight Activities: We may use or disclose your protected health information 
for public health activities, including the reporting of disease, injury, vital events and the 
conduct of public health surveillance, investigation and/or intervention.  We may disclose 
your protected health information for health oversight activities authorized by law, 
including audits, investigations, inspections, licensure or disciplinary actions, 
administrative and/or legal proceedings.   

 Abuse or Neglect: We may disclose your protected health information when it concerns 
abuse, neglect or violence to you in accordance with federal and state law. 

 Legal Proceedings: We may disclose your protected health information for law 
enforcement purpose or other specialized governmental functions.  

 Coroners, Medical Examiners and Funeral Directors: We may disclose your protected 
health information to a coroner, medical examiner or a funeral director. 

 Organ Donation: If you are an organ donor, we may disclose your protected health 
information to an organ donation and procurement organization. 

 Public Safety: We may use or disclose your protected health information to prevent or 
lessen a serious threat to the health or safety of another person or to the public. 
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 Workers’ Compensation: We may disclose your protected health information as 
authorized by laws relating to workers’ compensation or similar programs. 

 Business Associates: We may disclose your protected health information to a business 
associate with whom we contract to provide services on our behalf.  To protect your 
health information, we require our business associates to appropriately safeguard the 
health information of our clients.   

AUTHORIZATIONS: 
We will not use or disclose your protected health information for any other purposes without your 
written authorization.  Once given, you may revoke your authorization in writing at any time.  To 
request a Revocation of Authorization form, you may contact: 
 

Alliance for Aging, Inc. 
760 NW 107

th
 Avenue, Miami, FL 33172 

Phone: (305) 670-6500 
 
Your Rights Regarding Your Protected Health Information 

You have the following rights with respect to your protected health information: 

You have the rights to inspect and copy your protected health information.  Under federal 
law, this right is subject to certain exceptions.  You may be charged a reasonable fee for any 
copies of your record.   

You have the right to request a restriction of your protected health information.  Your 
request must state the specific restriction requested and to whom you want the restriction to 
apply. 

We are not required to agree to a restriction that you may request, but if we do, we will honor it.  
You may not request a restriction by mailing your written request to the attention of our Privacy 
Officer. 

You have the right to receive confidential communications from us by alternative means or 
at an alternative location.  We will accommodate reasonable requests.  We will not request an 
explanation from you as to the basis for the request.  Please make this request in writing to out 
Privacy Officer.  

You have the right to have your protected health information amended.  This means you 
may request an amendment of protected health information about you in the designated record 
set for as long as we maintain this information.  In certain cases, we may deny your request for 
an amendment.  If we deny your request for amendment, you have the right to file a statement of 
disagreement with us and we may prepare a rebuttal to your statement and will provide you with 
a copy of any such rebuttal.   

You have the right to receive an accounting of certain disclosures we have made, if any, of 
your protected health information.  This right applies to disclosures for purposes other than 
treatment, payment or healthcare operations as described in this Notice of Privacy Practices.  It 
also excludes any disclosures we may have made to you, to family members or friends involved 
in your care, or for notification purposes.  You have the right to receive specific information 
regarding any disclosures that occurred after April 14, 2003.  The right to receive this information 
is subject to certain exceptions, restrictions and limitations. 

You have the right to obtain a paper copy of this notice from us, upon request, even if you 

have agreed to accept this notice electronically. 

You have the right to complain to us or to the Secretary of Health and Human Services if 
you believe your privacy rights have been violated by us.  We will not retaliate against you for 

filing a complaint.  To complain to us, please contact: 



 50 

Alliance for Aging, Inc. 
760 NW 107

th
 Avenue, Miami, FL 33172 

Phone: (305) 670-6500 
 
If you would like further information regarding your rights or the uses and disclosures of your 
protected health information, you may contact: 
 

Alliance for Aging, Inc. 
760 NW 107

th
 Avenue, Miami, FL 33172 

Phone: (305) 670-6500 
 

THIS NOTICE IS EFFECTIVE AS OF APRIL 14, 2003. 
 
Revision of Notice of Privacy Practices 
We may change the terms of our notice, at any time.  The new notice will be effective for all 
protected health information that we maintain at that time.  Upon your request we will provide you 
with a paper copy of the revised Notice of Privacy Practices. 
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Appendix M 
 

Alianza Pro-Vejez 
Notificación de Practicas de la Privacidad 

 
ESTA NOTIFICACION DE LAS PRACTICAS DE PRIVACIDAD DESCRIBE EL COMO 

NOSOTROS PODEMOS UTILIZAR Y DIVULGAR LA INFORMACION PROTEGIDA DE SU 
SALUD.  ADEMAS, DESCRIBE SUS DERECHOS PARA TENER ACCESO Y CONTROL DE LA 

INFORMACION.  POR FAVOR, LEALO CON CUIDADO. 
 

Por la ley, estamos obligados a mantener la privacidad de la información protegida de su salud y 
a entregarle a usted esta notificación, nuestros deberes legales y nuestras prácticas de la 

privacidad con respecto a la información protegida de la salud.  Estamos comprometidos en 
mantener la información que reunimos de nuestros clientes potenciales, tanto antiguos como 

actuales, en forma confidencial y segura. 
 

Usos y divulgación de la información protegida de la salud 
El personal encargado de llenar el formulario de admisión y de evaluación le pedirá a usted que 
nos de información especifica acerca de usted y de su estado general de salud.  Usaremos esta 
información identificable de salud con el objeto de obtener servicios de cuidados de salud, en su 

beneficio, de cualquiera de nuestros asociados.  La información protegida de su salud puede 
también ser usada y divulgada dentro de nuestro sistema de servicio como parte del 

consiguiente proceso de reembolso a los proveedores de cuidados de salud que se le presenten 
a usted o para administrar la entrega de dichos servicios.  

 
Nosotros también podemos usar y/o divulgar su información de acuerdo con las leyes federales y 

estatales para los siguientes proposititos: 
 

Divulgación al Departamento de Salud y Servicios Humanos: Nosotros podemos divulgar la 
información protegida de su salud cuando lo solicite el Departamento de Salud y Servicios 

Humanos como parte de una investigación o en la determinación de nuestro cumplimiento con 
leyes relevantes.  A usted se le comunicara, como lo exige la ley, de cualquier uso o divulgación. 

 
Familiares y amigos: A menos que usted lo objete, nosotros podemos divulgar la información 

protegida de su salud a miembros de su familia, a otros familiares y amigos personales cercanos 
cuando esa información tenga directa relevancia, para esa persona, en el cuidado de su salud. 

 
Para proteger la información de su salud, nosotros exigimos a nuestros asociados salvaguardar 

apropiadamente la información de salud de nuestros clientes.  
 

AUTORIZACIONES: 
Nosotros no usaremos o divulgaremos la información protegida de su salud para ningún otro 

propósito sin su autorización, por escrito.  Una vez que se nos haya dado, usted puede revocar 
su autorización, por escrito, en cualquier momento.  Para solicitar un formulario de Revocación 

de Autorización, puede contactar a: 
 

Alliance for Aging, Inc. 
760 NW 107

th
 Avenue, Miami, FL 33172 

Teléfono: (305) 670-6500 
 

Sus derechos con respeto a la información protegida de su salud 
Usted tiene los siguientes derechos con respecto a la información protegida de su salud: 

 
Usted tiene los siguientes derechos con respecto a la información protegida de su salud.  Bajo la 
ley federal, ese derecho, está sujeto a ciertas excepciones.  Puede que se le cobre por cualquier 

copia de su expediente.  
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Usted tiene derecho a solicitar una restricción de la información protegida de su salud.  Su 
petición puede establecer la restricción específica solicitada y a quien usted desea que la 

restricción sea aplicada. 
 

No se nos exige que estemos de acuerdo con alguna restricción que usted puede solicitar, pero 
si lo estuviéramos en el futuro, la haremos valer.  Usted puede solicitar una restricción, por 

escrito, enviándola por correo dirigida a nuestro Oficial de la Privacidad. 
 

Usted tiene el derecho a recibir comunicados confidenciales de nosotros por vía a lugar 
alternativos.   Nosotros acomodaremos peticiones razonables.  No le pediremos una explicación 

de la razón de dicha petición.  Por favor, haga esta petición por escrito a nuestro oficial de la 
privacidad.  

 
Usted tiene el derecho a hacer corregir la información protegida de su salud.  Esto significa que 
usted puede solicitar una corrección de la información protegida de su salud en un expediente 
designado, durante el tiempo que nosotros mantengamos esta información.  En ciertos casos, 

podemos denegar su petición de una corrección.  Si le negamos una petición de corrección, tiene 
derecho a establecer un reclamo de descuerdo con nosotros y nosotros podemos presentar una 
refutación a su reclamo y proveerle a usted una copia, de cualquiera de sea, dicha refutación.  
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Appendix N 
 

ALLIANCE FOR AGING, INC. 
760 NW 107

TH
 AVENUE, SUITE 214 

MIAMI, FL 33172 
TEL. 305-670-6500 

 
NOTICE OF PRIVACY PRACTICES ACKNOWLEDGEMENT FORM 

 
I hereby acknowledge that I have received a copy of the Alliance for Aging’s Notice of Privacy 
Practices.  
 
 
 
 
___________________________________ 
Date 
 
 
______________________________________________________ 
Consumer or Personal Representative 
 
Representative’s Relationship to Consumer (If Applicable): _____________________________ 
 
 

 
 

FOR OFFICE USE ONLY 
 

We attempted to obtain written acknowledgement of receipt of our Notice of Privacy Practices, 
but acknowledgment could be obtained because: 
 
_________ Consumer refused to sign. 
 
_________ Communication barriers prohibited obtaining acknowledgment. 
 
_________ An emergency situation prevented us from obtaining acknowledgement. 
 
_________ Other: 
_____________________________________________________________ 
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Appendix O 
 

ALLIANCE FOR AGING, INC. 
760 NW 107

TH
 AVENUE, SUITE 214 

MIAMI, FL 33172 
TEL. 305-670-6500 

 
FORMULARIO DE ACUSO RECIBO DE LA NOTIFICATION DE PRACTICAS DE LA 

PRIVACIDAD 
 

Yo, por este medio, acuso recibo de una copia de Practicas de la Privacidad de la Alliance for 
Aging, Inc. (Alianza Pro-Vejez).  
 
 
 
 
___________________________________ 
Fecha 
 
 
______________________________________________________ 
Cliente o Representante Personal 
 
Relación del Representante con el Cliente (Si Corresponde): 
_____________________________ 
 
 

 
 

PARA USO DE LA OFICINA SOLAMENTE 
 

Nosotros intentamos obtener acuso de recibo por escrito de nuestra Notificación de Practicas de 
la Privacidad, pero este no se pudo obtener debido a: 
 
_________ El cliente rehusó firmar. 
 
_________ Barreras en la comunicación impidieron obtenerlo. 
 
_________ Una situación de emergencia nos impidió obtenerlo. 
 
_________ Otra: 
_____________________________________________________________ 
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Appendix P 

Alliance for Aging, Inc. 
CONSENT FOR PURPOSES OF TREATMENT, PAYMENT AND HEALTHCARE OPERATIONS 
 
I consent to use or disclosure of my protected health information by the Alliance for Aging, Inc., 
for the purpose of diagnosing or providing treatment to me, processing payment for services 
rendered to me or to conduct healthcare operations of the Alliance for Aging.  I understand that 
diagnosis or treatment of me by the Alliance may be conditioned upon my consent as evidenced 
by my signature on this document.  

I understand I have the right to restriction as to how my protected health information is used or 
disclosed to carry out treatment, payment, or healthcare operations of the Alliance.  The Alliance 
is not required to agree to the restrictions that I may request.  However, if the Alliance agrees to a 
restriction I request, the restriction is binding on the Alliance.   

I have the right to revoke this consent in writing, at any time, except to the extent the Alliance has 
taken action in reliance to this consent.  

My “protected health information” means health information including my demographic 
information, collected from me and created or received by the Alliance.  This protected health 
information relates to my past, present or future physical or mental health or condition and 
identifies me, or there is reasonable basis to believe the information may identify me.  

I understand I have the right to review the Alliance’s Notice of Privacy Practices prior to signing 
this document.  The Alliance’s Notice of Privacy Practices has been provided to me.  The Notice 
of Privacy Practices describes the types of uses and disclosures of my protected health 
information that will occur in my treatment, payment of the services rendered to me, or in the 
performance of health care operations of the Alliance.  The Notice of Privacy Practices for the 
Alliance is also provided at 760 N.W. 107

th
 Avenue, Suite 201, Miami, FL 33172.  This Notice of 

Privacy Practices also describes my rights and the Alliance’s duties with respect to my protected 
health information.  

The Alliance for Aging reserves the right to change the privacy practices that are described in the 
Notice of Privacy Practices.  I may obtain a revised Notice of Privacy Practices by calling the 
Alliance, and requesting that a revised copy be sent in the mail. 

 
_____________________________________________________________ 
Signature of Consumer of Personal Representative 
 
 
_____________________________________________________________ 
Name of Consumer or Personal Representative (Print) 
 
 
_____________________________________________________________ 
Relationship of Personal Representative to Consumer 
 
 
Date: ____________________________________ 
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Appendix Q 
 

Alianza Pro-Vejez 
CONSENTIMIENTO PARA PROPOSITOS DE TRATAMIENTO, PAGOS Y OPERACIONES DE 

CUIDADOS DE LA SALUD 
 

Yo, doy mi consentimiento para el uso o divulgación de la información protegida de mi salud por 
parte de la Alliance for Aging, Inc. (Alianza Pro-Vejez) para el propósito de diagnostico o para la 
provisión de tratamiento para mi, para el procesamiento de pagos por servicios entregados a mi 
persona o para operaciones de cuidado de salud por la Alianza Pro-Vejez.  Yo entiendo que el 
diagnostico o tratamiento de mi persona por parte de la Alianza puede ser condicionado a mi 
consentimiento como se manifiesta por mi firma en este documento.  

Yo entiendo que tengo el derecho a pedir una restricción en cuanto a como la información 
protegida de mi salud sea usada o divulgada para llevar a cabo tratamiento, pago u operaciones 
de cuidado de salud por parte de la Alianza.  La Alianza no está obligada a estar de acuerdo con 
las restricciones que yo pueda solicitar.  Sin embargo, si la Alianza está de acuerdo con una 
restricción que yo solicite, la restricción es ratificada por la Alianza. 

Yo tengo derecho a revocar este consentimiento, por escrito en cualquier momento, excepto 
hasta el punto en que la Alianza haya tomado acción en resguardo de este consentimiento.  

Mi “información protegida de salud” significa información de salud, lo que incluye mi información 
demográfica, recibida de mi y creada o recibida por la Alianza.  Esta información de salud 
protegida se relaciona con mi condición de salud física o mental pasada, presente o futura y me 
identifica o existe sobre una base razonable para creer que la información me pueda identificar a 
mí.  

Yo entiendo que tengo el derecho a revisar la Notificación de Practicas de la Privacidad previo a 
firmar este documento.  La Notificación de Practicas de la Privacidad me ha sido provista.  La 
Notificación de Practicas de la Privacidad describe los tipos de usos y divulgaciones de la 
información protegida de mi salud que puedan ocurrir en mi tratamiento, pago de servicios 
entregados a mi o en la ejecución de operaciones de cuidados de la salud por parte de la 
Alianza.  La Notificación de Practicas de la Privacidad también se puede obtener en 760 N.W. 
107 Avenida, Suite 214, Miami, FL 33172.  Esta Notificación de Practicas de la Privacidad 
también describe mis derechos y los deberes de la Alianza con respecto a la información 
protegida de mi salud.  

La Alianza Pro-Vejez se reserva el derecho a cambiar las  prácticas de la privacidad que se 
encuentran descritas en esta notificación de prácticas de la privacidad. Yo puedo obtener una 
copia revisada de las prácticas de la privacidad llamando a la Alianza y solicitar que una cope me 
sea enviada por correo.  

_____________________________________________________________ 
Firma del Cliente o Representante Personal 
 
 
_____________________________________________________________ 
Nombre del Cliente o Representante Personal 
 
 
_____________________________________________________________ 
Relación del Representante Personal con el cliente 
 
 

Fecha: ____________________________________ 
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Appendix R 
 

Alliance for Aging, Inc 
Sample Notice of Privacy Practices Cover Letter - English 

 
 
Date: _________________________ 
 
John Doe  
100 Main Street  
Miami, FL 33125  
 
Dear John Doe,  
 
As per our conversation, please find the following forms:  
 
NOTICE OF PRIVACY PRACTICES  
The notice of Privacy Practices informs you about the confidentiality policy and your rights as a 
consumer, which we have at the Alliance for Aging. This notice is for you to keep for your records.  
 
NOTICE OF PRIVACY PRACTICES ACKNOWLEDGMENT  
After reviewing the Notice of Privacy Practices, please sign and return the form to the Elder 
Helpline. The Notice of Privacy Practices is yours to keep.  
 
CONSENT FOR THE PURPOSES OF TREATMENT, PAYMENT AND HEALTHCARE  
OPERATIONS  
ln order to allow the Elder Helpline to make referrals on your behalf, we may need to give your 
personal health information to another agency. To do this, you must give us the consent to do so. 
Although you already gave us a verbal consent, please sign and return this form within 5 
business days of receipt of this letter.  
 
If you have any other questions about the forms, please feel free to contact me at 305- 
670-6500 Ext._____. Our office's hours are Monday to Friday from _____ AM to _____ PM.  
 
Thank you,  
 
 
 
________________________________________ 
Lisa Mele 
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Appendix S 
 

Alliance for Aging, Inc 
Sample Notice of Privacy Practices Cover Letter - Spanish 

 
 
Fecha: ______________________________ 
 
John Doe  
100 Main Street  
Miami, FL 33125  
 
Estimado John Doe,  
 
NOTIFICACION DE PRÁCTICAS DE LA PRIVACIDAD  
Este formulario te informa acerca de la Póliza de Confidencialidad y sus derechos como 
consumidor, el cual nosotros tenemos en la Alianza Pro-Vejez. Este formulario es para que 
Usted Io guarde.  
 
FORMULARIO DE ACUSO DE RECIBO DE LA NOTIFICACION DE PRACTICAS DE LA  
PRIVACIDAD  
Después de revisar la Notificación de Prácticas de Ia Privacidad, por favor, firme y devuelva este 
formulario de Acuso de Recibo a la Línea de Ayuda para Personas Mayores. La Notificación de 
Prácticas de Ia Privacidad es para Usted.  
 
CONSENTIMIENTO PARA PROPOSITOS DE TRATAMIENTO, PAGOS Y OPERACIONES  
DE CUIDADOS DE LA SALUD 
Con el objetivo de permitir que la Línea de Ayuda para Personas Mayores lo pueda referir a otras 
agencias para beneficio suyo, dando la información personal de su salud, Usted debe darnos su 
consentimiento por escrito, aún cuando ya lo haya hecho en forma verbal. Por favor firme y 
devuélvanos este formulario dentro de los cinco (5) días hábiles de haber recibido esta carta.  
 
Si tiene alguna pregunta acerca de los formularios, por favor, no dude en llamarme al 305-670-
6500 Ext. _____.  Nuestro horario de oficina es de Lunes a Viernes de _____ AM a _____ PM.  
 
Gracias, 
 
 
 
  
______________________________________________ 
Lisa Mele 
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Appendix T 
 

Alliance for Aging, Inc.  
Documentation of Good Faith Efforts 

 
 
Client Name: _______________________________ 
 
Date: _____________________________ 
 
 
 
The client was provided with a copy of the Alliance for Aging, Inc.’s Notice of Privacy Practices 
this date. A good faith effort was made to obtain a written acknowledgement of receipt of the 
Notice. However, an acknowledgement was not obtained because: 
 

□ Client refused to sign. 
 

□ Client was unable to sign or initial because: 
 

□ There was a medical emergency (the AAAPP will attempt to obtain acknowledgement at 
the next available opportunity). 

 
□ Other reason: 

_______________________________________________________________________
_______________________________________________________________________ 

 
 
 
Signature of Employee completing form: __________________________________________ 
 
Date: __________________________ 
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Appendix U 
 

Alliance for Aging, Inc. 
Business Associate Agreement 

 
This Business Associate Agreement is dated _____________________, by the Alliance 

for Aging, Inc (“Covered Entity”) and _______________________, (“Business Associate”), a 
not-for-profit Florida corporation. 

 
1.0 Background. 

 
1.1 Covered Entity has entered into one or more contracts or agreements with 

Business Associate that involves the use of Protected Health Information (PHI). 
 

1.2 Covered Entity, recognizes the requirements of the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) and has indicated its intent to comply in its own Policies 
and Procedures. 
 

1.3 HIPAA regulations establish specific conditions on when and how covered 
entities may share information with contractors who perform functions for the Covered Entity. 
 

1.4  HIPAA requires the Covered Entity and the Business Associate to enter into a 
contract or agreement containing specific requirements to protect the confidentiality and security 
of patients’ PHI, as set forth in, but not limited to the Code of Federal Regulations (C.F.R.), 
specifically 45 C.F.R. §§ 164.502(e), 164.504(e), 164.308(b), and 164.314(a-b)(2010) (as may 
apply) and contained in this agreement. 
 

1.5 The Health Information Technology for Economic and Clinical Health Act (2009), 
the American Recovery and Reinvestment Act (2009) and Part I – Improved Privacy Provisions 
and Security provisions located at 42 United States Code (U.S.C.) §§ 17931 and 17934 (2010) 
require business associates of covered entities to comply with the HIPAA Security Rule, as set 
forth in, but not limited to 45 C.F.R. §§ 164.308, 164.310, 164.312, and 164.316 (2009) and such 
sections shall apply to a business associate of a covered entity in the same manner that such 
sections apply to the covered entity. 
 
 The parties therefore agree as follows: 
 
 2.0 Definitions.  For purposes of this agreement, the following definitions apply: 
 
 2.1 Access.  The ability or the means necessary to read, write, modify, or 
communicate data/information or otherwise use any system resource. 
 
 2.2 Administrative Safeguards.  The administrative actions, and policies and 
procedures, to manage the selection, development, implementation, and maintenance of security 
measures to protect electronic Protected Health Information (ePHI) and to manage the conduct of 
the covered entity’s workforce in relation to the protection of that information. 
 
 2.3 ARRA.  The American Recovery and Reinvestment Act (2009) 
 
 2.4 Authentication.  The corroboration that a person is the one claimed. 
 
 2.5 Availability.  The property that data or information is accessible and useable 
upon demand by an authorized person. 
 
 2.6 Breach.  The unauthorized acquisition, access, use, or disclosure of PHI which 
compromises the security or privacy of such information. 
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 2.7 Compromises the Security.  Posing a significant risk of financial, reputational, 
or other harm to individuals. 
 
 2.8 Confidentiality.  The property that data or information is not made available or 
disclosed to unauthorized persons or processes. 
 
 2.9 Electronic Protected Health Information.(ePHI)  Health information as 
specified in 45 CFR §160.103(1)(i) or (1)(ii), limited to the information created or received by 
Business Associate from or on behalf of Covered Entity. 
 
 2.10 HITECH. The Health Information Technology for Economic and Clinical Health 
Act (2009) 
 
 2.11 Information System.  An interconnected set of information resources under the 
same direct management control that shares common functionality.  A system normally includes 
hardware, software, information, data, applications, communications, and people. 
 
 2.12 Integrity.  The property that data or information have not been altered or 
destroyed in an unauthorized manner.  
 
 2.13 Malicious software.  Software, for example, a virus, designed to damage or 
disrupts a system. 
 
 2.14 Part I.  Part I – Improved Privacy Provisions and Security provisions located at 
42 United States Code (U.S.C.) §§ 17931 and 17934 (2010). 
 
 2.15 Password.  Confidential authentication information composed of a string of 
characters. 
 
 2.16 Physical Safeguards.  The physical measures, policies, and procedures to 
protect a covered entity’s electronic information systems and related buildings and equipment, 
from natural and environmental hazards, and unauthorized intrusion. 
 
 2.17 Privacy Rule.  The Standards for Privacy of Individually Identifiable Health 
Information at 45 CFR Part 160 and Part 164, subparts A and E. 
 
 2.18 Protected Health Information. (PHI)  Health information as defined in 45 CFR 
§160.103, limited to the information created or received by Business Associate from or on behalf 
of Covered Entity. 
 
 2.19 Required By Law. Has the same meaning as the term “required by law” in 45 
CFR § 164.103. 
 
 2.20 Secretary. The Secretary of the Department of Health and Human Services or 
his or her designee. 
 
 2.21 Security incident. The attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of information or interference with system operations in an 
information system. 
 
 2.22 Security or Security measures. All of the administrative, physical, and technical 
safeguards in an information system. 
 
 2.23 Security Rule. The Security Standards for the protection of Electronic Protected 
Health Information at 45 CFR part 164, subpart C, and amendments thereto. 
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 2.24 Technical Safeguards. The technology and the policy and procedures for its 
use that protect electronic protected health information and control access to it. 
 
 2.25 Unsecured PHI. Protected health information that is not secured through the use 
of technology or methodology specified by the Secretary in guidance issued under 42 U.S.C. 
section 17932(h)(2). 
 
 2.26 All other terms used, but not otherwise defined, in this Agreement shall have the 
same meaning as those terms in the Privacy Rule. 
 
 3.0. Obligations and Activities of Business Associate. 
 
 3.1 Business Associate agrees to not use or disclose PHI other than as permitted or 
required by this agreement or as Required by Law. 
 
 3.2 Business Associate agrees to:  
 
  (a) Implement policies and procedures to prevent, detect, contain and 
correct Security violations in accordance with 45 CFR § 164.306; 
 
  (b) Prevent use or disclosure of the PHI other than as provided for by this 
Agreement or as required by law; 
 
  (c) Reasonably and appropriately protect the confidentiality, integrity, and 
availability of the ePHI that the Business Associate creates, receives, maintains, or transmits on 
behalf of the Covered Entity; and 
 
  (d) Comply with the Security Rule requirements including the Administrative 
Safeguards, Physical Safeguards, Technical Safeguards, and policies and procedures and 
documentation requirements set forth in 45 CFR §§ 164.308, 164.310, 164.312, and 164.316. 
 
 3.3 Business Associate agrees to mitigate, to the extent practicable, any harmful 
effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in 
violation of the requirements of this Agreement. 
 
 3.4 Business Associate agrees to promptly report to Covered Entity any use or 
disclosure of the PHI not provided for by this Agreement of which it becomes aware. This 
includes any requests for inspection, copying or amendment of such information and including 
any security incident involving PHI. 
 
 3.5 Business Associate agrees to notify Covered Entity without unreasonable delay 
of any security breach pertaining to: 
 
  (a) Identification of any individual whose unsecured PHI has been, or is 
reasonably believed by the Business Associate to have been, accessed, acquired, or disclosed 
during such security breach; and 
 
  (b) All information required for the Notice to the Secretary of HHS of Breach 
of Unsecured Protected Health Information. 
 
 3.6 Business Associate agrees to ensure that any agent, including a subcontractor, 
to whom it provides PHI received from, or created or received by Business Associate on behalf of 
Covered Entity, agrees to the same restrictions and conditions that apply through this Agreement 
to Business Associate with respect to such information. 
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 3.7 If Business Associate has PHI in a Designated Record Set: 
  (a) Business Associate agrees to provide access, at the request of Covered 
Entity during regular business hours, to PHI in a Designated Record Set, to Covered Entity or, as 
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR 
§164.524; and 
 
  (b) Business Associate agrees to make any amendment(s) to PHI in a 
Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR § 
164.526 at the request of Covered Entity or an Individual within 10 business days of receiving the 
request. 
 
 3.8 Business Associate agrees to make internal practices, books, and records, 
including policies and procedures and PHI, relating to the use and disclosure of PHI received 
from, or created or received by Business Associate on behalf of Covered Entity, available to the 
Covered Entity or to the Secretary upon request of either for purposes of determining Covered 
Entity’s compliance with the Privacy Rule. 
 
 3.9 Business Associate agrees to document such disclosures of PHI and information 
related to such disclosures as would be required for Covered Entity to respond to a request by an 
individual for an accounting of disclosures of PHI in accordance with 45 CFR § 164.528. 
 
 3.10 Business Associate agrees to provide to Covered Entity or an individual, upon 
request, information collected in accordance with Paragraphs h and i above, to permit Covered 
Entity to respond to a request by an Individual for an accounting of disclosures of PHI in 
accordance with 45 CFR § 164.528 and ARRA § 13404. 
 
 3.11 Business Associate specifically agrees to use security measures that reasonably 
and appropriately protect the confidentiality, integrity, and availability of PHI in electronic or any 
other form, that it creates, receives, maintains, or transmits on behalf of the Covered Entity. 
 3.12 Business Associate agrees to implement security measures to secure passwords 
used to access ePHI that it accesses, maintains, or transmits as part of this Agreement from 
malicious software and other man-made and natural vulnerabilities to assure the availability, 
integrity, and confidentiality of such information. 
 
 3.13 Business Associate agrees to implement security measures to safeguard ePHI 
that it accesses, maintains, or transmits as part of this agreement from malicious software and 
other man-made and natural vulnerabilities to assure the availability, integrity, and confidentiality 
of such information. 
 
 3.14 Business Associate agrees to comply with: 
 
  (a) ARRA § 13404 (Application of Knowledge Elements Associated with 
Contracts); 
 
  (b) ARRA § 13405 (Restrictions on Certain Disclosures and Sales of Health 
Information); and 
 
  (c) ARRA § 13406 (Conditions on Certain Contacts as Part of Health Care 
Operations). 
 
 4.0 Permitted Uses and Disclosures by Business Associate.  Except as 
otherwise limited in this Agreement or any related agreement, Business Associate may use or 
disclose PHI to perform functions, activities, or services for, or on behalf of, Covered Entity as 
specified in any and all contracts with Covered Entity provided that such use or disclosure would 
not violate the Privacy Rule if done by Covered Entity or the minimum necessary policies and 
procedures of the Covered Entity. 
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 5.0 Specific Use and Disclosure Provisions. 
 
 5.1 Except as otherwise limited in this agreement or any related agreement, 
Business Associate may use PHI for the proper management and administration of the Business 
Associate or to carry out the legal responsibilities of the Business Associate. 
 
 5.2 Except as otherwise limited in this agreement or any related agreement, 
Business Associate may disclose PHI for the proper management and administration of the 
Business Associate, provided that disclosures are Required By Law, or Business Associate 
obtains reasonable assurances from  the person to whom the information is disclosed that it will 
remain confidential and used or further disclosed only as Required By Law or for the purpose for 
which it was disclosed to the person, and the person notifies the Business Associate of any 
instances of which it is aware in which the confidentiality of the information has been breached. 
 
 5.3 Business Associate may use PHI to provide data aggregation services to 
Covered Entity as permitted by 45 CFR §164.504(e)(2)(i)(B), only when specifically authorized by 
Covered Entity. 
 
 5.4 Business Associate may use PHI to report violations of law to appropriate 
Federal and State authorities, consistent with 45 CFR §164.502(j)(1). 
 
 6.0 Obligations of Covered Entity. 
 6.1 Covered Entity shall notify Business Associate of any limitation(s) in its notice of 
privacy practices of Covered Entity in accordance with 45 CFR § 164.520, to the extent that such 
limitation may affect Business Associate’s use or disclosure of PHI, by providing a copy of the 
most current Notice of Privacy Practices (NPP) to Business Associate as Attachment I to this 
Agreement.  Future Notices and/or modifications to the NPP shall be posted on Covered Entity’s 
website at www.allianceforaging.org. 
 
 6.2 Covered Entity shall notify Business Associate of any restriction to the use or 
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restriction may affect Business Associate’s use or disclosure of PHI. 
 
 7.0 Permissible Requests by Covered Entity.  Except for data aggregation or 
management and administrative activities of Business Associate, Covered Entity shall not request 
Business Associate to use or disclose PHI in any manner that would not be permissible under the 
Privacy Rule if done by Covered Entity. 
 
 8.0 Effective Date and Termination. 
 
 8.1 The Parties hereby agree that this agreement amends, restates and replaces any 
other Business Associate Agreement currently in effect between Covered Entity and Business 
Associate and that the provisions of this agreement shall be effective as follows: 
 
  (a) These Business Associate Agreement provisions, with the exception of 
the electronic security provisions and the provisions mandated by ARRA, HITECH and Part I shall 
be effective upon the later of April 14, 2003, or the effective date of the earliest contract entered 
into between Business Associate and Covered Entity that involves the use of PHI; 
 
  (b) The electronic security provisions hereof shall be effective the later of 
April 21, 2005 or the effective date of the earliest contract entered into between Business 
Associate and Covered Entity that involves the use of PHI; and 
 

http://www.allianceforaging.org/
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  (c) Provisions hereof mandated by ARRA, HITECH and/or Part I shall be 
effective the later of February 17, 2010 or the effective date of the earliest contract entered into 
between covered entity and business associate that involves the use of PHI or ePHI. 
 
 8.2 Termination for Cause.  Upon Covered Entity’s knowledge of a material breach 
by Business Associate, Covered Entity shall either: 
 
  (a) Provide an opportunity for Business Associate to cure the breach or end 
the violation and terminate this agreement if Business Associate does not cure the breach or end 
the violation within the time specified by Covered Entity; 
 
  (b) Immediately terminate this agreement if Business Associate has 
breached a material term of this Agreement and cure is not possible; or 
 
  (c) If neither termination nor cure is feasible, Covered Entity shall report the 
violation to the Secretary. 
 
 8.3 Effect of Termination.  Except as provided in subparagraph (b) of this section, 
upon termination of this agreement, for any reason, Business Associate shall return all PHI and 
ePHI received from Covered Entity, or created or received by Business Associate on behalf of 
Covered Entity. 
 
  (a) This provision shall apply to PHI and ePHI that is in the possession of 
subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the 
PHI and ePHI. 
 
  (b) In the event that Business Associate or Covered Entity determines that 
returning the PHI or ePHI is infeasible, notification of the conditions that make return of PHI or 
ePHI infeasible shall be provided to the other party.  Business Associate shall extend the 
protections of this Agreement to such retained PHI and ePHI and limit further uses and 
disclosures of such retained PHI and ePHI, for a minimum of six years and so long as Business 
Associate maintains such PHI and ePHI, but no less than six (6) years after the termination of this 
agreement. 
 
 9.0 Regulatory References.  A reference in this agreement to a section in the 
Privacy Rule or Security Rule means the section then in effect or as may be amended in the 
future. 
 
 10.0 Amendment.  The Parties agree to take such action as is necessary to amend 
this agreement from time to time as is necessary for Covered Entity to comply with the 
requirements of the Privacy Rule, the Security Rule and the Health Insurance Portability and 
Accountability Act of 1996, Pub. L. No. 104-191. 
 
 11.0 Survival.  Any term, condition, covenant or obligation which requires 
performance by either party hereto subsequent to the termination of this agreement shall remain 
enforceable against such party subsequent to such termination. 
 
 12.0 Interpretation.  Any ambiguity in this agreement shall be resolved to permit 
Covered Entity to comply with the Privacy Rule and Security Rule. 
 
 13.0 Incorporation by reference.  Any future new requirement(s), changes or 
deletion(s) enacted in federal law which create new or different obligations with respect to HIPAA 
privacy and/or security, shall be automatically incorporated by reference to this Business 
Associate Agreement on the respective effective date(s). 
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 14.0 Notices.  All notices and communications required, necessary or desired to be 
given pursuant to this agreement, including a change of address for purposes of such notices and 
communications, shall be in writing and delivered personally to the other party or sent by express 
24-hour guaranteed courier or delivery service, or by certified mail of the United States Postal 
Service, postage prepaid and return receipt requested, addressed to the other party as follows (or 
to such other place as any party may by notice to the others specify): 
 
To Covered Entity:  Alliance for Aging, Inc. 
    Attention:  Max Rothman 
    760 NW 107 Avenue 
    Miami, Florida 33172 
 
To Business Associate:  _______________________________________ 
    _______________________________________ 
    _______________________________________ 
 
     
Any such notice shall be deemed delivered upon actual receipt.  If any notice cannot be delivered 
or delivery thereof is refused, delivery will be deemed to have occurred on the date such delivery 
was attempted.  
 
 15.0 Governing Law.  The laws of the State of Florida, without giving effect to 
principles of conflict of laws, govern all matters arising under this agreement. 
 
 16.0 Severability.  If any provision in this agreement is unenforceable to any extent, 
the remainder of this agreement, or application of that provision to any persons or circumstances 
other than those as to which it is held unenforceable, will not be affected by that unenforceability 
and will be enforceable to the fullest extent permitted by law. 
 
 17.0 Successors.  Any successor to Business Associate (whether by direct or indirect 
or by purchase, merger, consolidation, or otherwise) is required to assume Business Associate’s 
obligations under this agreement and agree to perform them in the same manner and to the same 
extent that Business Associate would have been required to if that succession had not taken 
place.  This assumption by the successor of the Business Associate’s obligations shall be by 
written agreement satisfactory to Covered Entity. 
 
 18.0 Entire Agreement.  This agreement constitutes the entire agreement of the 
parties relating to the subject matter of this agreement and supersedes all other oral or written 
agreements or policies relating thereto, except that this agreement does not limit the amendment 
of this agreement in accordance with section 10.0 of this agreement. 
 
 
Covered Entity:  Alliance for Aging, Inc.  
 
 
By: ______________________________________  Date: _____________ 
 (signature) 
 Max Rothman, President 
  
 
Business Associate: ___________________________________ 
 
 
By: ______________________________________  Date: _____________ 
 (signature) 
   


